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Presentation Slides
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» Slides are available at

» Feel free to ask questions any time
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BGP for Internet Service Providers
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 |GP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

Configuration Tips

Addressing Planning

Service Provider use of Communities
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BGP versus IGP
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BGP versus OSPF/ISIS
e Cisco.com

 Internal Routing Protocols (IGPs)

APRICOT2003

examples are ISIS and OSPF
used for carrying infrastructure addresses

NOT used for carrying Internet prefixes or
customer prefixes

design goal is to minimise number of prefixes
In IGP to aid scalability and rapid convergence



BGP versus OSPF/ISIS
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« BGP used internally (iBGP) and externally
(eBGP)

* IBGP used to carry
some/all Internet prefixes across backbone
customer prefixes

» eBGP used to

exchange prefixes with other ASes
Implement routing policy
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BGP/IGP model used in ISP networks

APRICOT2003

IBGP

* Model representation

eBGP
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BGP versus OSPF/ISIS
Configuration Example
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router bgp 34567

nei ghbor core-ibgp peer-group

nei ghbor core-ibgp renote-as 34567

nei ghbor core-i bgp updat e-source LoopbackO

nei ghbor core-ibgp send-comunity

nei ghbor core-ibgp-partial peer-group

nei ghbor core-ibgp-partial renote-as 34567

nei ghbor core-ibgp-partial update-source LoopbackO
nei ghbor core-ibgp-partial send-conmmunity

nei ghbor core-ibgp-partial prefix-list network-ibgp out
nei ghbor 222.1.9.10 peer-group core-ibgp

nei ghbor 222.1.9.13 peer-group core-ibgp-parti al
nei ghbor 222.1.9.14 peer-group core-ibgp-parti al
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BGP versus OSPF/ISIS
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* DO NOT:

distribute BGP prefixes into an IGP
distribute IGP routes into BGP

use an IGP to carry customer prefixes

* YOUR NETWORK WILL NOT SCALE
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BGP for Internet Service Providers

* |IGP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

Configuration Tips

Addressing Planning

Service Provider use of Communities
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Prefixes into IBGP
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Injecting prefixes into IBGP
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 Use IBGP to carry customer prefixes

don’t ever use an IGP
* Point static route to customer interface
e Use BGP network statement

« As long as static route exists (interface
active), prefix will be in BGP
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Router Configuration:
network statement

Lt Cisco.com
« Example:

| nterface | oopback O
| p address 215.17.3.1 255. 255. 255. 255
!
I nterface Serial 5/0
| p unnunbered | oopback O
I p verify unicast reverse-path
|

| p route 215.34.10.0 255.255.252.0 Serial 5/0
|

router bgp 100
net wor k 215. 34. 10. 0 nask 255. 255. 252.0
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Injecting prefixes into IBGP
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 Interface flap will result in prefix withdraw
and re-announce

use “ip route...permanent’”

Static route always exists, even if interface is down
® prefix announced in IBGP

 many ISPs use redistribute static rather than
network statement

only use this if you understand why
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Inserting prefixes into BGP:
redistribute static
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« Carerequired with redistribute!

redistribute <routing-protocol> means everything
In the <routing-protocol> will be transferred into
the current routing protocol

Does not scale if uncontrolled
Best avoided if at all possible

redistribute normally used with “route-maps” and
under tight administrative control
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Router Configuration:
redistribute static
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« Example:

I p route 215.34.10.0 255.255.252.0 Serial 5/0
|
router bgp 100
redistribute static route-map static-to-bgp
<sni p>
!
route-map static-to-bgp permt 10
match i p address prefix-list | SP-Dblock
set origin igp
<sni p>
!
I p prefix-list | SP-block permt 215.34.10.0/22 le 30
|
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Injecting prefixes into IBGP
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* Route-map static-to-bgp can be used for
many things:

setting communities and other attributes
setting origin code to IGP, etc

* Be careful with prefix-lists and route-maps

absence of either/both could mean all statically
routed prefixes go into IBGP
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BGP for Internet Service Providers

* |IGP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

Configuration Tips

Addressing Planning

Service Provider use of Communities
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Aggregation

Quality or Quantity?
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Aggregation
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* ISPs receive address block from Regional
Registry or upstream provider

 Aggregation means announcing the address
block only, not subprefixes

Subprefixes should only be announced in special cases
— see later.

* Aggregate should be generated internally
Not on the network borders!
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Configuring Aggregation

I T T TTT T TN Cisco.com

* ISP has 221.10.0.0/19 address block

» To put into BGP as an aggregate:
router bgp 100
network 221.10.0.0 nask 255.255.224.0
Ip route 221.10.0.0 255.255.224.0 nullO

* The static route is a “pull up” route

more specific prefixes within this address block ensure
connectivity to ISP’s customers

“longest match lookup”
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Announcing Aggregate — Cisco I10S
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« Configuration Example
router bgp 100
network 221.10.0.0 mask 255. 255.224.0
nei ghbor 222.222.10.1 renote-as 101
nei ghbor 222.222.10.1 prefix-list out-filter out
!
| p route 221.10.0.0 255.255.224.0 null O

Ip prefix-list out-filter permt 221.10.0.0/19
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Aggregation — Example

I TTTTTTTT T TT T T T T Cisco.com

~.@’ custome

e Customer has /23 network assigned from AS100’s /19
address block

 AS100 announced /19 aggregate to the Internet
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Aggregation — Good Example

e Customer link goes down

their /123 network becomes unreachable
/23 Is withdrawn from AS100’s iIBGP
« /19 aggregate is still being announced

no BGP hold down problems
no BGP propagation delays
no damping by other ISPs
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Aggregation — Good Example
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Customer link returns

Their /23 network is visible again
The /23 is re-injected into AS100’'s iBGP

The whole Internet becomes visible immediately

Customer has Quality of Service perception

APRICOT2003 © 2003, Cisco Systems , Inc. All rights reserved .
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Aggregation — Example
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200.10.0.0/24
200.10.4.0/22

=

~.@’ custome

ey

@—-—

* Customer has /23 network assigned from AS100’s /19
address block

« AS100 announces customers’ individual networks to
the Internet
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Aggregation — Bad Example
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e Customer link goes down
Their /123 network becomes unreachable
/23 is withdrawn from AS100's iIBGP

* Their ISP doesn’t aggregate its /19 network block
/23 network withdrawal announced to peers
starts rippling through the Internet

added load on all Internet backbone routers as network
IS removed from routing table

APRICOT2003 03, Cisco Systems, Inc. All rights reserved.
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Aggregation — Bad Example
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« Customer link returns
Their /23 network is now visible to their ISP
Their /23 network is re-advertised to peers
Starts rippling through Internet

Load on Internet backbone routers as network is reinserted
Into routing table

Some ISP’s suppress the flaps
Internet may take 10-20 min or longer to be visible

Where is the Quality of Service???

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved.
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Aggregation — Summary

Cisco.com

* Good example is what everyone should do!
Adds to Internet stability
Reduces size of routing table

Reduces routing churn

Improves Internet QoS for everyone

 Bad example is what too many still do!

Laziness? Lack of knowledge?

APRICOT2003 03, Cisco Systems, Inc. All rights reserved.
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Announcing an Aggregate

Cisco.com

* ISPs who don’t and won’t aggregate are
neld in poor regard by community

* Registries’ minimum allocation size is now
a /20

no real reason to see subprefixes of allocated
blocks in the Internet

BUT there are currently >65000 /24s!
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The Internet Today (February 2003)
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« Current Internet Routing Table Statistics

APRICOT2003

BGP Routing Table Entries
Prefixes after maximum aggregation
Unique prefixes in Internet
Prefixes smaller than registry alloc
[24s announced

only 5281 /24s are from 192.0.0.0/8

ASes In use

© 2003, Cisco Systems, Inc. All rights reserved.

121374

(1228
57860
56731
66665

14677
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“The New Swamp”
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« Swamp space is name used for areas of
poor aggregation

The original swamp was 192.0.0.0/8 from the
former class C block

Name given just after the deployment of CIDR

The new swamp is creeping across all parts of
the Internet
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“The New Swamp”
July 2000
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« 192/3 space contributes 69000 networks — rest
of Internet contributes 16000 networks

Block Networks | Block Networks Block Networks Block Networks
192/8 6352 | 204/8 4694 |« 216/8 64/8 1439
193/8 2746 | 205/8 3210 @ 217/8 65/8

194/8 2963 | 206/8 4206 = 218/8 66/8

195/8 1689 | 207/8 3943 @ 219/8 67/8

196/8 525 | 208/8 4804 |« 220/8 68/8

198/8 4481 | 209/8 4755 | 221/8 69/8
199/8 4084 | 210/8 1375 24/8 80/8
200/8 2436 | 211/8 532 61/8 81/8
202/8 3712 | 212/8 1859 62/8
203/8 5494 | 213/8 635 63/8
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“The New Swamp”
February 2003

« 192/3 space contributes 83000 networks — rest
of Internet contributes 38000 networks

Block Networks! Block Networks Block Networks Block Networks

192/8
193/8
194/8
195/8
196/8
198/8
199/8
200/8
202/8
203/8

APRICOT2003

6478
3761
3110
2057

678
4653
4187
4639
5789
7162
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204/8
205/8
206/8
207/8
208/8
209/8
210/8
211/8
212/8
213/8

4269
2839
3858
3769
4274
4623
2277
1548
2500
1976

216/8
217/8
218/8
219/8
220/8
221/8
24/8
61/8
62/8
63/8

5967
1379
584
419
245
12

64/8
65/8
66/8
67/8
68/8
69/8
80/8
81/8

Cisco.com

3512
SHLT
4395
899
1805
234
984
392
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“The New Swamp”
Summary
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« 192/3 space shows creeping increase in bad aggregation

192/8, 193/8, 200/8, 202/7 and 216/8 show major changes not
consistent with fresh RIR allocations

* Rest of address space is showing similar increase too

New RIR blocks in former A space are showing
deaggregation

Other nets in former A and B space are also being
deaggregated

« Why??
Excuses usually are traffic engineering
Real reason tends to be lack of knowledge and laziness
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Efforts to improve aggregation
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 The CIDR Report

APRICOT2003

Initiated and operated for many years by Tony
Bates

Now combined with Geoff Huston’s routing
analysis

Results e-mailed on a weekly basis to most
operations lists around the world

Lists the top 30 service providers who could
do better at aggregating

36

© 2003, Cisco Systems, Inc. All rights reserved.



Efforts to improve aggregation

The

CIDR Report
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* Also computes the size of the routing table assuming ISPs
performed optimal aggregation

 Website allows searches and computations of aggregation to
be made on a per AS basis

APRICOT2003

flexible and powerful tool to aid ISPs

Intended to show how greater efficiency in terms of BGP
table size can be obtained without loss of routing and policy
Information

Shows what forms of origin AS aggregation could be
performed and the potential benefit of such actions to the
total table size

Very effectively challenges the traffic engineering excuse

© 2003, Cisco Systems, Inc. All rights reserved. 37



' CIDR Report - Mozilla
File Edit View &o Bookmarks Tools Window Help
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@ | %3 htkp: i, cide-report, orgf

Status Summary

Table History

Date

21-01-03
22-01-03
23-01-03
240103
250103
26-01-03
27.01-03
280103

Prefixes CIDR Aggregated

115121 45054
118226 G500&
115178 G5lz2g
113201 §5102
115169 g27E
116241 53709
117&9: 53535
113003 55017

Flot: BGF Tahble Size

AS Summary

13423
SE50
1552

T20L5296

Murnber of &5es in routing systern

Nureber of &5es anmouncing only one prefix

Largest ruraber of prefives avmounced by an A3
£35701: AT TERWET-A5 UUNET Technologies, Inc.
Largest address span announced by an &5 (132s)
52563 SUMNET-AS DISCO-UNERL

Flot: A5 count

Flot: Asrerage announeemments per orgin &5

Report: &5es ordered by onginating address span

Report: Lutonormons Systern nuraber-to-taree mapping (from Registry WHOIS data)

Possible Bogus Foutes and AS Announcements

Ho Bogus Foutes

BEeport: &llocated and Reserved TP address blocks

o @ @0_

Ho Bogus &5
Feport: llocated and Reserved A5 blocks L]
w
£l D=
OCCTE G o | <= op



[Bf CIDR Report - Mozilla

File Edit View &o Bookmarks Tools Window Help

=18 %

@ @ | %3 htkp: i, cide-report, orgf
@

Aggregation Suminary

The alronthm used in this report proposes aggregation only when there is a precise matchusing A% path so as to preserve traffic transit policies. Aggregation is also proposed across non-advertised address space

o @ @Q

["holes").
- 28 Jand3 ---
ASnum HNetsNow NetsAggr Nei(Gain % Gain Description
Takle 114104 G5000 12104 g0y Al ASes =
A53908 1140 13 491 41,6+ SUPERNETASELE fuperMet, Ine.
AR12566 445 5 440 95,95 COVAD Covad Comnmnications
A5701 1542 117 411 .05 ALTERNET-AS TUNET Technologies, Ine. =
457018 1425 lozd 40l $7.95 ATT-INTEENET4 AT&T WorldHet Services
457243 591 150 241 57.7% ADELPHIA-AS Adalphia Corp.
454323 5i7 bET 224 64,25 TW-COMM Time Warner Commmanications, Ine.
458197 464 154 210 66.4% BATI-ATL Bellfcuth Nebarork Sobations, Ine
451221 11&8 522 195 t6.:+5 ASM-TELSTEA Telstra Pty Ltd
ASE347 17t 35 147 77.¢5 DIAMOND SAVVIS Commmnications Corporation
451239 957 674 142 2965 SPRINTLINE Sprint
454355 409 12 "B 67.55 ERMI-EARTHLNE EARTHLINE, IMNC
AST046 1133 i60 i 49 25 TUNET-CUSTOMER UUNET Technologies, Ine.
454151 114 5§ 71 si.ar TSDA-1 TTSDA
AS22927 159 iE 167 9i .45 AR-TEARZ-LACHIC TELEFONICA DE ARGENTINA
454814 {38 15 P46 94,25 CHINANET-BEINTNG-AF China Telecom (Group)
A5F05 did 151 142 57,25 ASM-ALTEENET UUNET Technologies, Inc.
ASES2 BE0 446 iid 24,45 ASMESZ Tehis Advanced Comnmnications
451 13 4232 E31) 24,74 GHNTY-1 Germuty
ASE19E di FIH il si.¢5 BATI-MIA BellSocuth Nebarork Sobitions, Ine
AS17678 3i? 16 113 57.7% GIGAINTEL XTAGE CORPORATION
A52229]1 Bis 14 119 57.2% CHARETEE-LA Charter Comnonications
L5620 5il 256 115 27.4% MERIT-AS5-27 Merit Netwrork Ine.
45209 5ig 124 hET] 26,05 ASH-QCWEST Charest
454154 193 114 Llid 61.7% ERE-CHINALINE Data Comnminications Burean
456140 205 1:6 1 55,75 IMPSAT-TSA ImpSat
452042 159 13 172 66.5% LANET-1 State of Lowisiana
AS2A3EA dil 149 17& a0, a5 IMS-A5 ATET Data Commmnications Services
ASEI27T 157 26 151 50,75 SHAWFIBEE Shawr Fiberlink Limited
A517557 2i9 hET3 147 44,754 PETELECOM-A43-4F Pakistan Telecom
4511492 $93 157 14 47.55 CABLEONE CAELE ONE
Total 16208 5521 747 47.7% Top 30 total
|
[ D
0 @ @ @ =0 Done ] =I= &P




[Bf CIDR Report - Mozilla

File Edit View &o Bookmarks Tools Window Help

©,

@
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| %3 htkp: i, cide-report, orgf

Lop iU Added Koutes this week per Uniginatng A

Prefixes
74

5
7
21
n
i
it
in
17
16
1k
16
15
15
15
14
1z
1&
1&
1i

ASnum

ASRSD
AST020
451913
A54755
ASEEES
AS17653
A57011
4514104
AS4R22
4519405
A31a631
A54637
4319023
ASR5ES
A52457
4310022
A57845
A31
ASRATY
A5FT1S

AS Description

ASHE52 Tehys Adwvanced Commminications
MI-E¥CE-LACHNIC Electronica v Conmnicaciones, 5. 4.
DL A4 Defense Logistics Agency

VENL-AS Videsh Sanchar Migam Ltd. Autonomons Systam
FTECH-OFFEITE-AS Frontier Intarnet Services Livnited
PCM-HE-AF Pacific Centary Matrix

CITLINE Citimens Ttilities

THEMET-I2Z University of Taxas at dustin
UHSPECIFIED Indolnternet PT.
WORLDWITHOUTWIRE WorldWithout Wire com
COGENT-ASH Cogent Commmnications

REACH Reach Hetwork Border 45

HEWEDGENETS Hew Edze Metworks

SATYAMNET-AZ Satvam Infowray Lid.,

AS2457 FR-U-1-ATX-MARSEILLE

SPECTEANET FIEST FIBEEE EROADEAND NETWORE IN NEW DELHI, INDIA
ADELPHIA-AS Adelphia Corp.

GHTY-1 Germity

HUTCHCA-AZ Corporate Aecess (HE) Litd.
TELEOMNET-AS-AF PT TELEEOMUNIEAST INDONESLA

Top 20 Withdrawn Routez thiz week per Originating A%

Prefixes
-159

-4
-0
-35
-i&
-i6
-&5
-id
-id
-&2
-&n
-1s
-1s

-14

ASnum
431580
4321127
A35859
432151
432920
43724
A31556
A3T7535
A317964
432150
432092
43701
437243
433902
AZ1239
AZ1913
AZQE09
AZ1T1E
4523520
45271

AS Description

H(, 5th Siznal Conunand

ZTTELS I5C Zap-5ib TransTeleCom
ASH-DDH-ASNELE-ASNELOCE DOD Hetwrork Information Center HCTAMSE EURECENT
CSUNET-3E Califormia State University

LACOE Los Angeles County Office of Education
LASH-DLA-ASHELOCE DLA Systems Automation Center

H, 5th S1znal Commmand

TISHET TISHET Technology Inc.

DETHET Beging Dian-Xin-Tong Heterark Technologies Cao., Lid.
CSUHET-3W Califormia State University

BENOW Broadband oer

ALTERHMET-AS UUHET Technologies, Ine.

ADELPHIA-AS Adelphia Corp.

SUPERMETASELE SuperMet, Inc.

SPRINTLINE Sprint

DLAY Defense Logistics Agency

CHINATDT Mewr Era Foundation System Co. Ltd
FE-EETHD-PACA RESEAT EEGIONAL TRES HAUT DEEIT PACA
HEW-WORLD-NETWORE HNew World Hetarork

BCHET-45 University of British Cohmbia

o @ @0_

L4]

DI

OCCETEE

Crome

] =I= &P




' CIDR Report - Mozilla
File Edit View &o Bookmarks Tools Window Help
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More Specifics

A hst of route advertisements that appear to be more specfic than the ongmmal Class-based prefixz maslk, or more specific than the registry allocation size,

=18 %

| %3 htkp: i, cide-report, orgf

Top 20 ASes advertising more specific prefixes

Iore
Specifics
39
T
729
522
503
457
440
359
373
365
355
346
344
308
298
Z95
284
267
ZBE
264

Total
Prefixes
1150
1435
1583
B35
957
521
445
464
591
423
527
650
552
522
299
424
421
663
409
311

ASnum

AS3508
ASTO18
AET01
AS4E3T
AE1230
ASE50
AS18566
AEE197
ASTe45
AER198
AS4E25
ABESZ
AET04E
AS209
A511452
AST05
AS2386
A51
ABA355
AEI06E

AS Description

SUPEEMETASELE Supertiet, Inc.
ATT-INTEENETE ATE&T Worldlet Zernices
ATTEEMET-AZ TIUNET Technologes, Inc.
EEACH Eeach IMetwork Border A3
SPEINTLINE Sprint

MEETT-45-27 Merit Metwork Inc.

COVAD Covad Communications

BATI-ATL BellZouth Metworl: Solutions, Inc
ADELPHIA-AS Adelphia Corp.

BATI-MTA BellSouth Metworl: Solutions, Inc
TW-COM Time Warner Cormmunications, Inc.
ASHESZ Telus Advanced Communications
TUNET-CUUSTOMMEE TTTNET Technologies, Inc.
ASHN-OWEST Qwest

CABLECME CABLE OMNE

ASW-ATTEEMET TTUNET Technologies, Inc.
IME-A5 ATET Data Communications Services
GHTY-1 Genuity

EEMZ-EARTHLIWE EARTHLINE, INC

ACCESS-VIEGINLA Virgra Polytechric Institute and State T,

Eeport: AFes ordered by number of tnore spectfic prefizes
Report: More Specific prefis list (by AS)
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[Bf AS Report - Mozilla

File  Edit

@.0.@

View o Bookmarks Tools  Window Help

| %3 heep: o, cide-report, orgfogi-bing as-report? as=A5122 1 &view=4637

Aggregation Suggestions

This report does not take into account conditions local to each ongin A3 i terms of policy or traffic engineenng requirements, so this 15 an approxmate

o @ @Q

cuideline as to agoregation possibilities.

Rank 43 LS Nare Current Wthdw LAggte Annce Redetn %
10 AZ1221 ASN-TELSTRA Telstra Pty Ltd 1128 444 149 833 295 Z6.15%

L3 1221: ASN-TELSTRA Telstra Pty Ltd

Prefix (A3 Path) Aoggregation Action
47,153.192.0/18 1221
61.9.128.0/17 1221
1258.87.160.0721 1221
129.223.0.0/16 1221
129.223.0.0/15 1221 — Withdrawn - matching aggregate 129.223.0.0/16 1221
129.223.64.0/19 1221 — Withdrawn - matchihg aggregate 1Z9.Z23.0.0716 1221
129.223.131.0/24 1221 — Withdrawn - matchihg aggregate 12Z9.223.0.0/16 1221
129.223.160.0/19 1221 — Withdrawn - matching aggregate 129.223.0.0/16 1221
129.223.192.0/19 1221 — Withdrawn - matching aggregate 129.223.0.0/16 1221
129.223.224.0/19 1221 — Withdrawn - matchihg agogrecgate 129.223.0.0/16 1221
134.144.64.0/20 1221 + Announce - aggregate of 134.144.72.0/21 (1221) and exposed 'hole!
134.144.72.0/21 1221 - Withdrawn - aggregated across exposed 'hole'! 134.144.64.0/21
134.159.2.0/24 1221
134.173.0.0/ 16 1221
136.153.0.0/16 1221
137.76.0.0/15 1221 + Announce - aggregate of 137.76.32.0/19 (1221) and exposed 'hole!
1370600420 1221 + Announce - aggregate of 137.76.8.0/21 (1221) and exposed 'hole!
1307600022 1221 + Announce - aggregate of 137.76.2.0/23 (1221) and exposed 'hole!
137.76.2.0/24 1221 - Withdrawn - aggregated with 137.76.3.0/24 (1221)
137.76.3.0/24 1221 — Withdrawn - aggregated with 137.76.2.0/24 (1221)
137.76.4.0/22 1221 + Announce - aggregate of 137.76.6.0/23 (1221) and exposed 'hole!
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137630023 1221 + Announce - aggregate of 137.76.31.0/24 (1221) and exposed 'hole!
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Aggregation
Summary

I T T TT T T T TTTTA TN Cisco.com

« Aggregation on the Internet could be
MUCH Dbetter

35% saving on Internet routing table size is
guite feasible

Tools are available

Commands on the router are not hard

CIDR-Report webpage
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BGP for Internet Service Providers

* |IGP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

Configuration Tips

Addressing Planning

Service Provider use of Communities
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Receiving Prefixes
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Receiving Prefixes

I T T TTT T TN Cisco.com

* There are three scenarios for receiving
prefixes from other ASNs

Customer talking BGP
Peer talking BGP
Upstream/Transit talking BGP

« Each has different filtering requirements
and need to be considered separately
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Receilving Prefixes:
From Customers

I T T TTT T TN Cisco.com

» ISPs should only accept prefixes which have
been assigned or allocated to their downstream

customer

* If ISP has assigned address space to its
customer, then the customer IS entitled to
announce it back to his ISP

 If the ISP has NOT assigned address space to its
customer, then:

Check in the four RIR databases to see if this address
space really has been assigned to the customer

The tool: whois —h whois.apnic.net x.x.x.0/24

APRICOT2003 © 2003, Cisco Systems , Inc. Al rights reserved . 49



Receilving Prefixes:
From Customers

I T TT T T Cisco.com

« Example use of whois to check if customer is entitled to
announce address space:

pfs-pc$ whois -h whois. apnic.net 202.12.29.0

i net num 202.12.29.0 - 202.12. 29. 255

net nane: APNI C- AP- AU- BNE

descr: APNIC Pty Ltd - Brisbane Ofices + Servers

descr: Level 1, 33 Park Rd

descr: PO Box 2131, MIton

descr: Bri sbane, QLD.

country: AU e
_ Portable — means its an assignment

adm n-c: HM2O- AP to the customer, the customer can

tech-c: NO4- AP announce it to you

mmt - by: APNI C- HM

changed: hm changed@pni c. net 20030108

st at us: ASS| GNED PORTABLE +—

sour ce: APNI C

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 50



Receiving Prefixes:
From Customers

I TTTTTTTT T TT T T T T Cisco.com

 Example use of whois to check if customer is entitled to announce address
space:

$ whois -h whois.ripe.net 193.128.2.0

i net num 193.128.2.0 - 193.128.2.15
descr: Wod Mackenzi e

country: GB

adm n-c: DB635- RI PE

tech-c: DB635- RI PE

st at us: ASSI GNED PA

mt - by: AS1849- MNT

changed: davi ds@k. uu. net 20020211
source: RI PE

route: 193.128.0.0/ 14

descr: Pl PEX- BLOCK1

origin: AS1849 —
notify: routi ng@k. uu. net

mt - by: AS1849- MNT

changed: beny@k. uu. net 20020321
source: RI PE

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 51



Receiving Prefixes from customer:
Cisco I10S

I T TT T T Cisco.com

* For Example:
downstream has 220.50.0.0/20 block
should only announce this to upstreams
upstreams should only accept this from them

« Configuration on upstream
router bgp 100
nei ghbor 222.222.10.1 renote-as 101
nei ghbor 222.222.10.1 prefix-list custoner in

Ip prefix-list custoner permt 220.50.0.0/20

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 52



Receilving Prefixes:
From Peers

I T T TTT T TN Cisco.com

* A peer is an ISP with whom you agree to
exchange prefixes you originate into the
Internet routing table

Prefixes you accept from a peer are only those
they have indicated they will announce

Prefixes you announce to your peer are only
those you have indicated you will announce
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Receilving Prefixes:
From Peers

I T T TT T T T TTTTA TN Cisco.com

« Agreeing what each will announce to the other:

Exchange of e-mail documentation as part of the
peering agreement, and then ongoing updates

OR

Use of the Internet Routing Registry and configuration
tools such as the IRRToolSet

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 54



Receiving Prefixes from peer:
Cisco I0S

I T TT T T Cisco.com

* For Example:

peer has 220.50.0.0/16, 61.237.64.0/18 and 81.250.128.0/17
address blocks

« Configuration on local router
router bgp 100
nei ghbor 222.222.10.1 renote-as 101
nei ghbor 222.222.10.1 prefix-list ny-peer in
|
Ilp prefix-list ny-peer permt 220.50.0.0/16
Ip prefix-list ny-peer permt 61.237.64.0/18
Ip prefix-list ny-peer permt 81.250.128.0/17
Ilp prefix-list ny-peer deny 0.0.0.0/0 | e 32

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 55



Receilving Prefixes:
From Upstream/Transit Provider

I T T TTT T TN Cisco.com

« Upstream/Transit Provider is an ISP who you pay
to give you transit to the WHOLE Internet

* Receiving prefixes from them is not desirable
unless really necessary

special circumstances — see later

* Ask upstream/transit provider to either:
originate a default-route

OR
announce one prefix you can use as default
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Receiving Prefixes:
From Upstream/Transit Provider

I T TT T T Cisco.com

 Downstream Router Configuration

router bgp 100

network 221.10.0.0 mask 255. 255.224.0

nei ghbor 221.5.7.1 renote-as 101

nei ghbor 221.5.7.1 prefix-list infilter in
nei ghbor 221.5.7.1 prefix-list outfilter out
!
Ip prefix-list infilter permt 0.0.0.0/0

Ip prefix-list outfilter permt 221.10.0.0/19
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Receiving Prefixes:
From Upstream/Transit Provider

I TTTTTTTT T TT T T T T Cisco.com

« Upstream Router Configuration
router bgp 101
nei ghbor 221.5.7.2 renote-as 100
nei ghbor 221.5.7.2 default-originate
nei ghbor 221.5.7.2 prefix-list cust-in in
nei ghbor 221.5.7.2 prefix-list cust-out out
!
Ip prefix-list cust-in permt 221.10.0.0/19
|

Ip prefix-list cust-out permt 0.0.0.0/0
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Receilving Prefixes:
From Upstream/Transit Provider

I T T TTT T TN Cisco.com

 If necessary to receive prefixes from any
provider, care is required

don’t accept RFC1918 etc prefixes

don’t accept your own prefixes
don’t accept default (unless you need it)
don’t accept prefixes longer than /24

 Check Rob Thomas’ list of “bogons”
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Recelving Prefixes
e N i Cisco.com

router bgp 100

network 221.10.0.0 mask 255. 255.224.0

nei ghbor
nei ghbor

Ip prefix-Ilist

Ip prefi
I p prefi
I p prefi
I p prefi
I p prefi
I p prefi
I p prefi
I p prefi
I p prefi
I p prefi
I p prefi

APRICOT2003

X-1i
X-1i
X-1i
X-1i
X-1i
X-1i
X-1i
X-11i
X-11i
X-11
X-11i

St
st
st
st
st
st
st
st
st
st
st

in-filter
in-filter
in-filter
in-filter
in-filter
in-filter
in-filter
in-filter
in-filter
in-filter
in-filter
in-filter

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

221.5.7.1 renote-as 101
221.5.7.1 prefix-1list

0. 0.

in-filter in

0.0/0 I Bl ock default

0.0.0.0/8 le 32
10.0.0.0/8 le 32

127.

169.

172.
192.

192.

221.
224.
0. 0.

permt O.

© 2003, Cisco Systems, Inc. All rights reserved.

0.0.0/8 le 32

254.0.0/16 le 32

16.0.0/12 le 32

0.2.0/24 le 32

168.0.0/16 le 32

10.0.0/19 le 32 ! Block local prefix
0.0.0/3 le 32 I Bl ock nulticast
0.0/0 ge 25 | Bl ock prefixes >/24
0.0.0/0 le 32
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Receiving Prefixes

I T T TTT T TN Cisco.com

* Paying attention to prefixes received from
customers, peers and transit providers

assists with:
The integrity of the
The integrity of the

* Responsibility of a
Internet citizens

APRICOT2003 © 2003, Cisco Systems . Inc. All rights reserved .
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BGP for Internet Service Providers

* |IGP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

« Configuration Tips

Addressing Planning

Service Provider use of Communities
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Configuration Tips

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 63



IBGP and IGPs

I T T TT T T T TTTTA TN Cisco.com

 Make sure loopback is configured on router
IBGP between loopbacks, NOT real interfaces

 Make sure IGP carries loopback /32 address

* Make sure IGP carries DMZ nets
Use ip-unnumbered where possible
Or use next-hop-self on IBGP neighbours
neighbor x.x.x.x next-hop-self
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Next-hop-self
s i Cisco.com

* Used by many ISPs on edge routers

APRICOT2003

Preferable to carrying DMZ /30 addresses In
the IGP

Reduces size of IGP to just core infrastructure
Alternative to using ip unnumbered
Helps scale network

BGP speaker announces external network
using local address (loopback) as next-hop

© 2003, Cisco Systems , Inc. All rights reserved . 65



Templates
T Cisco.com

« Good practice to configure templates for
everything

APRICOT2003

Vendor defaults tend not to be optimal or even
very useful for ISPs

ISPs create their own defaults by using
configuration templates

Sample IBGP and eBGP templates follow for
Cisco I0S

© 2003, Cisco Systems , Inc. All rights reserved . 66



BGP Template —IBGP peers

e T TTTTTTTTTTTTT T T Avves mmm Cisco.com
€ &7
- W T

IBGP Peer Group S
& AS100 -

== &

- = = &
router bgp 100 - @ -

nei ghbor i nternal peer-group

nei ghbor internal description ibgp peers
nei ghbor internal renote-as 100

nei ghbor i1 nternal update-source LoopbackO
nei ghbor i nternal next-hop-self

nei ghbor i nternal send-conmunity

nei ghbor internal version 4

nei ghbor internal password 7 03085A09

nei ghbor 1.0.0.1 peer-group i nternal
nei ghbor 1. O O 2 peer-group | nt er nal

APRICOT2003 © 2003, Cisco Systems, Inc. Al rights 67



BGP Template — IBGP peers
I T TTT T TTTT T T T T TTA T

APRICOT2003

Use peer-groups
IBGP between loopbacks!

Next-hop-self
Keep DMZ and point-to-point out of IGP

Always send communities in IBGP

Otherwise accidents will happen

Hardwire BGP to version 4

Yes, this is being paranoid!

Use passwords on iIBGP session

Not being paranoid, VERY necessary

003, Cisco Systems, Inc. All rights reserved.
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BGP Template — eBGP peers

Rout er B:

router bgp 100
bgp danpeni ng route-nmap Rl PE229-fl ap
networ k 10.60. 0.0 mask 255.255.0.0

nei ghbor external peer-group

nei ghbor external renote-as 200

nei ghbor external description | SP connection AS 100 is a
nei ghbor external renove-private-AS

nei ghbor external version 4 customer
nei ghbor external prefix-list ispout out ! “real” filter of AS 200
nei ghbor external filter-list 1 out I “accident” filter

nei ghbor external route-map ispout out 10.200.0.0
nei ghbor external prefix-list ispinin

nei ghbor external filter-list 2 in

nei ghbor external route-map ispin in

nei ghbor external password 7 020A0559

nei ghbor external maxi mum prefix 130000 [warni ng-onl y]

nei ghbor 10. 200. 0. 1 peer-group external

Ip route

APRICOT2003

10. 60. 0.0 255.255.0.0 null 0 254

© 2003, Cisco Systems, Inc. All rights reserved.




BGP Template — eBGP peers

I T T TTT T TN Cisco.com

BGP damping — use RIPE-229 parameters

Remove private ASes from announcements
Common omission today

Use extensive filters, with “backup”
Use as-path filters to backup prefix-lists
Use route-maps for policy

Use password agreed between you and peer on eBGP
session

Use maximum-prefix tracking

Router will warn you if there are sudden increases in BGP table
size, bringing down eBGP if desired

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 70



More BGP “defaults”

I T TT T T Cisco.com

* Log neighbour changes
bgp log-neighbor-changes
 Enable deterministic MED

bgp deterministic-med

Otherwise bestpath could be different every time BGP
session is reset

« Make BGP admin distance higher than any IGP
distance bgp 200 200 200
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Customer Aggregation

I T T TTT T TN Cisco.com

« BGP customers

Offer max 3 types of feeds (easier than custom
configuration per peer)

Use communities

» Static customers
Use communities

» Differentiate between different types of
prefixes

Makes eBGP filtering easy

APRICOT2003 © 2003, Cisco Systems , Inc. Al rights reserved . 72



BGP Customer Aggregation
Guidelines

I T T TTT T TN Cisco.com

Define at least three peer groups:
cust-default—send default route only
cust-cust—send customer routes only

cust-full —send full Internet routes

ldentify routes via communities e.g.
100:4100=customers; 100:4500=peers

* Apply passwords per neighbour

Apply inbound & outbound prefix-list per
neighbour
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BGP Customer Aggregation

Your AS
CIDR Block: 10.0.0.0/8

=

.............................
L] .
(3 e

Aggregation Router

(RR Client) U

vy s
] e
------------------------

Client Peer Group

........
.
>

= ",
.....
llllllll

S S Sy S S S S S e e
Full Routes “Default” Customer Routes
Peer Group Peer Group Peer Group

Apply passwords and in/outbound
prefix-list directly to each neighbour
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Static Customer Aggregation
Guidelines

I T T TTT T TN Cisco.com

* |dentify routes via communities, e.g.
100:4000 = my address blocks
100:4100 = “specials” from my blocks
100:4200 = customers from my blocks
100:4300 = customers outside my blocks

Helps with aggregation, iBGP, filtering

« BGP network statements on aggregation
routers set correct community
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Sample core configuration

I T T TTT T TN Cisco.com

« eBGP peers and upstreams

Send communities 100:4000, 100:4100 and 100:4300, receive
everything

 IBGP full routes

Send everything (only to network core)

« IBGP partial routes

Send communities 100:4000, 100:4100, 100:4200, 100:4300
and 100:4500 (to edge routers, peering routers, IXP routers)

« Simple configuration with peer-groups and route-
maps

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 76



Summary

I T T TTT T TN Cisco.com

* Use configuration templates
« Standardise the configuration

« Anything to make your life easier, network
less prone to errors, network more likely
to scale

* It's all about scaling — If your network
won’t scale, then it won’t be successful
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More Configuration Tips

Hot off the Press!

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 78



Deterministic-MED

I T T TTT T TN

 MED is multi-exit discriminator
« Part of BGP path selection process

APRICOT2003

Prefix paths compared when heard from the same
neighbouring AS

Applicable when multihomed to the same AS

RFC1771 does not specify how paths should be
compared in this case

So I0S compares newest path with next newest etc

Which results in non-deterministic path selection when
neighbour relationships are reset

003, Cisco Systems, Inc. All rights reserved.

Cisco.com

79



Deterministic-MED

I T T TT T T T TTTTA TN Cisco.com

« Solution is deterministic-MED
Paths are sorted in order of increasing ASN value
This is immune to neighbour resets

« MUST be configured on all BGP speakers in
network

Existing deployments need to be careful in migration —
whole network needs to be moved

New deployments should configure from scratch
router bgp 100
bgp determ nistic-nmed
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Acquisitions!

I T T TT T T T TTTTA TN Cisco.com

* Your ISP has just bought another ISP
How to merge networks?
* Options:

use confederations — make their AS a sub-AS
(only useful if you are using confederations
already)

use the BGP local-as feature to implement a
gradual transition — overrides BGP process ID

neighbor x.x.x.x local-as as-number [no-prepend]
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local-AS — Application

AS 100

« AS100 purchases AS300

« How to migrate AS300 into
AS100’s network?

One task is to include AS300
routers in AS100’s network

Another task is to migrate the
peerings with external routers to
the new AS

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved.
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local-AS — Application

I T T TTT T TN Cisco.com

* Migrating internal network can be done during
ISP’s maintenance periods

« During this work, the eBGP sessions need to be
migrated to the new AS

But peers or customers or upstreams may not be
available during ISP maintenance period

local-AS comes to the rescue

* Local-AS configured on specific eBGP peerings so
that router in new AS appears as though it is still in
Its original AS

APRICOT2003 © 2003, Cisco Systems, Inc. All rights reserved. 83



local-AS — Application
i Cisco.com

Router A is in AS100

The peering with AS200 is established
as If router A belonged to AS300.

AS-PATH on Router C
routes originated in AS100 = 300 100

AS-PATH on Router A
routes received from AS200 = 300 200

APRICOT2003 © 2003, Cisco Systems , Inc. Al rights reserved . 84



local-AS — Application
i Cisco.com

» Router A sees the old AS300 in
the path

neighbor 10.0.0.2 local-as 300 no-prepend

If this Is not desired, the no-prepend
option can be used
router bgp 100

nei gh 10.0.0.2 | ocal -as 300 no-prepend

* Routes received now appear as
though they come directly from
AS200 and not through AS300

85
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Limiting AS Path Length

I T T TTT T TN Cisco.com

« Some BGP implementations have
problems with long AS PATHS

Memory corruption
Memory fragmentation

 Even using AS PATH prepends, it is not
normal to see more than 20 ASes In a
typical AS_PATH in the Internet today

The Internet is around 5 ASes deep on average
Largest AS PATH is usually 16-20 ASNs
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Limiting AS Path Length
Lt Cisco.com

« Some announcements have ridiculous lengths of
AS-paths:

APRICOT2003

*> 3FFE: 1600: : /24  3FFE: C00: 8023:5::2 22 11537 145 12199 10318
10566 13193 1930 2200 3425 293 5609 5430 13285 6939 14277 1849 33
15589 25336 6830 8002 2042 7610 |

This example is an error in one IPv6 implementation

Use bgp maxas-limit to ignore this bogus
announcement

router bgp 100
bgp maxas-limt 15
Limits the AS-path length to 15 ASNs only

© 2003, Cisco Systems, Inc. All rights reserved. 87



Limiting the prefixes received
i Cisco.com

 Maximum-prefix was introduced earlier in the eBGP template

APRICOT2003

The feature is actually quite powerful and has many options:

nei ghbor {nei ghbor} maxi numprefix {max} [thresh-int]
[ war ni ng-only][restart interval]

max the maximum number of prefixes before the
peering is shutdown

thresh-int percentage threshold before warnings are
Issued

warning-only only issue warnings, never tear down BGP
session

restart interval how long to wait before attempting to restart a
shutdown BGP session

© 2003, Cisco Systems, Inc. All rights reserved. 88



Maximum Prefix
Example

I T TT T T Cisco.com

nei ghbor 1.1.1.6 maxi num prefix 1000

* When we receive the route number 1001
from neighbor 1.1.1.6

YBGP- 3- MAXPFXEXCEED: No. of unicast prefix
received from1l.1.1.6: 1001 exceed Ilimt 1000

* And the BGP session is closed

With warning-only option, message is logged,
but BGP session is not closed
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Maximum Prefix
Closing The Session

I T T TT T T T TTTTA TN Cisco.com

« The TCP/BGP session is closed:
Update Malformed NOTIFICATION sent

draft-chen-bgp-cease-subcod-00 adds specific
codes for this condition (not implemented yet)

* The peering goes into ADMIN IDLE
(equivalent) state

Other side will try to reestablish
(unsuccessfully) the BGP session
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#show i p bgp sunmary

Nei ghbor (.. St at e/ Pf xRed
1.1.1.6 (..) ldle (PfxCt)

#show i p bgp nei ghbor

Last reset 00:01: 32, due to BG Notification sent,
updat e nal f or ned

Peer had exceeded the nmax. no. of prefixes configured

Reduce the no. of prefix and clear ip bgp 1.1.1.6 to
restore peering
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Maximum Prefix
Closing The Session
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* To re-establish the peering, operators
need to do a hard reset on the BGP
peering:

clear 1p bgp {neighbor}
neighbor must be an ip address

* The other side cannot do anything to re-
establish the peering
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* Router will also log a warning if we
exceed thres-int

thres-int is a percentage of max

nei ghbor 1.1.1.6 maxi num prefix 1000 60

After receiving the prefix # 601

YBGP- 4- MAXPFX: No. of unicast prefix received from
1.1.1.6 reaches 601, nmax 1000

» The default value for thres-int i1s 75%
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restart Option
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« If the restart option is configured, the router will
try to restart the session automatically each
Interval

Interval: 1-65535 minutes

If not configured, restarting will need to be done
by hand

#show i p bgp nei ghbor
Threshol d for warni ng nessage 75% restart interval 60 mn

Reduce the no. of prefix from 145.10.10.2, wll restart in
00: 00: 40
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BGP for Internet Service Providers

* |IGP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

Configuration Tips

Addressing Planning

Service Provider use of Communities
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IP Addressing

How to do addressing within an ISP Network with a view to
optimising the IGP and iBGP
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IP Addressing
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* IPv4 Address space is aresource shared amongst
all Internet users

Regional Internet Registries delegated allocation
responsibility by the IANA

APNIC, ARIN, RIPE NCC and LACNIC are the four RIRs

RIRs allocate address space to ISPs and Local Internet
Registries

ISPs/LIRs assign address space to end customers

* 56% of available IPv4 address space used
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* Non-portable — ‘provider aggregatable’ (PA)

Customer uses RIR member’s address space while
connected to Internet

Customer renumbers when changing ISP
Helps control of size of Internet routing table
May fragment provider block when multihoming

 PA space is allocated to the RIR member with the
requirement that all assignments are announced
as an aggregate
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* Portable — ‘provider independent’ (PI)

APRICOT2003

Customer gets or has address space independent of ISP
Customer keeps addresses when changing ISP
Bad for size of Internet routing table

Pl space is rarely distributed by the RIRs
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Approach upstream ISP or consider RIR
membership for address space

Supply addressing plan when requested

remember Internet is classless

addresses assigned according to need not want

Assign addresses to backbone and other
network layers —remember scalability!

 Some examples follow...
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« Separate customer & infrastructure
address pools

Manageability

Different personnel manage infrastructure and
assignments to customers

Scalability

Easier renumbering — customer renumbering Is
harder, infrastructure is easy
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* Further separate infrastructure

In the IGP:
p2p addresses of backbone connections
router loopback addresses

Not in the IGP:
RAS server address pools
Virtual web and content hosting LANS
Mail, DNS server system LANS
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 Customer networks
Carry in IBGP

Do not put in IGP — ever!

Do not need to aggregate address space
assigned to customers

IBGP can carry in excess of 200,000 prefixes, no
IGP Is designhed to do this
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* First allocation from APNIC

Infrastructure is known, customers are not
20% free is trigger for next request

Infrastructure

Grow usage of blocks from edges

Customers

Assign customers sequentially
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Management — Simple Network
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* If second allocation is contiguous

Customers I Infrastructure

Infrastructure Customers

Reverse order of division of first block

Maximise contiguous space for infrastructure

Easier for debugging

Customer networks can be discontiguous
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WAN link to single transit ISP
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Management — Many POPs
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* POP sizes

Choose address pool for each POP according to need

Customer - Infrastructure

Loopback addresses

Keep together in one block

Assists in fault-resolution POP 1 |POP2

Customer addresses
Assign sequentially
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Management — Many POPs
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* /20 minimum allocation is not enough for all your
POPs?

Deploy addresses on infrastructure first
¢ Common mistake:

Reserving customer addresses on a per POP basis

* Do not constrain network plans due to lack of
address space

Re-apply once address space has been used
There is plenty of it!
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* WAN links to different ISPs

: POP3
- POP2 \
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Management — Multiple Exits
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* Create a ‘national’ infrastructure pool

National POP1 POP2 POP3
Infrastructure

customer

Carry in IGP

E.g. loopbacks, p2p links, infrastructure connecting
routers and hosts which are multiply connected

On a per POP basis

Consider separate memberships if requirement for each
POP is very large from day one
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« Set up an addressing plan which is sensitive to
your backbone needs

* IGP carries only infrastructure addresses
* IBGP can carry the rest

Aggregation of customer assignments within the iBGP
IS usually not necessary

Aggregation of external announcements is VERY
necessary
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* |IGP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

Configuration Tips

Addressing Planning

Service Provider use of Communities
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Service Providers use of
Communities

Some examples of how ISPs make life easier for themselves
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 Another ISP “scaling technique”

* Prefixes are grouped into different
“classes” or communities within the ISP
network

« Each community means a different thing,
has a different result in the ISP network
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« Communities are generally set at the edge of the
ISP network

Customer edge: customer prefixes belong to different
communities depending on the services they have

purchased

Internet edge: transit provider prefixes belong to
difference communities, depending on the loadsharing
or traffic engineering requirements of the local ISP, or
what the demands from its BGP customers might be

 Two simple examples follow to explain the
concept
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* This demonstrates how communities might be
used at the customer edge of an ISP network

* ISP has three connections to the Internet:
IXP connection, for local peers
Private peering with a competing ISP in the region

Transit provider, who provides visibility to the entire
Internet

« Customers have the option of purchasing
combinations of the above connections
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Community assignments:
IXP connection: community 100:2100
Private peer: community 100:2200

« Customer who buys local connectivity (via IXP) is putin
community 100:2100

« Customer who buys peer connectivity is put in community
100:2200

« Customer who wants both IXP and peer connectivity is put in
100:2100 and 100:2200

* Customer who wants “the Internet” has no community set
We are going to announce his prefix everywhere
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Community Example — Customer Edge

e

Aqggregation Router
J9gred Border Router

........
.
>

= ",
.....
llllllll

— e e e S S SO — e S Y
Customers Customers Customers

Communities set at the aggregation router
where the prefix is injected into the ISP’s IBGP
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Aggregation Router configuration

Ip route 222.1.20.0 255.255.255.0 serial 0! I XP only

I p route 222.1.28.0 255.255.252.0 serial 1! Peer only

Ip route 222.1.64.0 255.255.240.0 serial 3 ! | XP+Peer

Ip route 222.1.0.0 255.255.252.0 serial 4 ! everything

|

router bgp 100

networ k 222.1.20.0 nmask 255.255. 255.0 route-nap i Xp-conmm
network 222.1.28.0 mask 255. 255. 252. 0 rout e- rap peer-comm
networ k 222.1.64.0 nmask 255. 255.240.0 route-nap i Xp-peer-comm
network 222.1.0.0 mask 255.255.252.0

nei ghbor

!

route-nap ixp-comm pernit 10 Set communities
set community 100:2100 < — when prefixes go
route-map peer-commpermt 10 into iBGP

set community 100: 2200
route-map i xp-peer-commpermt 10
set comunity 100: 2100 100: 2200
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Community Example — Customer Edge

Border Router configuration

router bgp 100
network 221.1.0.0 nask 255.255.0.0

APRICOT2003

nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor

nei ghbor
!

| Xp- peer peer-group

| Xp- peer route-map ixp-out out
privat e- peer peer-group

privat e-peer route-nap ppeer-out out
upst r eam peer - gr oup
upstream prefi x-1ist aggregate out

route-map I xp-out permt 10
match community 11

route-nmap ppeer-out permt 10 Filter Outgoing
mat ch comunity 12 announcements based

on communities set

Ip comunity-list 11 permt 100: 2100
I p comunity-list 12 permt 100: 2200
Ip prefix-list aggregate permt 221.1.0.0/16

© 2003, Cisco Systems, Inc. All rights reserved.
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* No need to alter filters at the network
border when adding a new customer

 New customer simply is added to the
appropriate community

Border filters already in place take care of
announcements

P Ease of operation!
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* This demonstrates how communities might be
used at the peering edge of an ISP network

* ISP has four types of BGP peers:
Customer
IXP peer
Private peer
Transit provider

* The prefixes received from each can be
classified using communities

« Customers can opt to receive any or all of the
above
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Community Example — Internet Edge
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Community assignments:

Customer prefix: community 100:3000
IXP prefix: community 100:3100
Private peer prefix: community 100:3200

 BGP customer who buys local connectivity gets 100:3000

 BGP customer who buys local and IXP connectivity receives
community 100:3000 and 100:3100

 BGP customer who buys full peer connectivity receives
community 100:3000, 100:3100, and 100:3200

« Customer who wants “the Internet” gets everything
Gets default route via “default-originate”
Or pays money to get all 120k prefixes
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Border Router configuration

router bgp 100

nei ghbor custoner peer-group

nei ghbor custoner route-map cust-in in

nei ghbor i xp-peer peer-group

nei ghbor i xp-peer route-map i Xp-in in

nei ghbor private-peer peer-group

nei ghbor private-peer route-nmap ppeer-in in

nei ghbor upstream peer-group

nei ghbor

!

route-map cust-in permt 10

set community 100: 3000

route-map i xp-in permt u)«———~\\\\8etconnnunﬂk5
set community 100: 3100 on inbound
route-map ppeer-in permt 10 announcements

set community 100: 3200
!
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Aggregation Router configuration

router bgp 100
nei ghbor customer1l peer-group
nei ghbor custonerl route-nmap cust1l-out I local routes

nei ghbor custoner3 peer-group

nei ghbor custonmer3 route-nmap cust 3- out I all routes except internet
nei ghbor cust omer4 peer-group
nei ghbor custoner4 default-originate I “everything”

nei ghbor custoner4 prefix-list deny-all out

!
| 4——\ Customers get
route-map cust3-out permt 10

mat ch communi ty 25 prefixes according
| to community
ip community-list 23 permt 100: 3000 matches

route-map custl-out permt 10
mat ch conmunity 23
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Community Example — Internet Edge
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* No need to create customised filters when
adding customers

APRICOT2003

Border router already sets communities

Installation engineers pick the appropriate
community set when establishing the
customer BGP session

P Ease of operation!

126
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 Two examples of customer edge and internet
edge can be combined to form a simple

community solution for ISP prefix policy control

* More experienced operators tend to have more
sophisticated options available

Advice is to start with the easy examples given, and
then proceed onwards as experience is gained

APRICOT2003
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* |ISPs also create communities to give customers
pigger routing policy control

* Public policy is usually listed in the IRR
Following examples are all in the IRR

Examples build on the configuration concepts from the
Introductory example

« Consider creating communities to give policy
control to customers

Reduces technical support burden

Reduces the amount of router reconfiguration, and the
chance of mistakes
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 Australian ISP

* Run their own Routing Registry

Whois.connect.com.au

* Permit customers to send up 8 types of
communities to allow traffic engineering
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Some ISP Examples
UUNET Europe
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« UUNET’s European operation

* Permits customers to send communities
which determine

ocal preferences within UUNET’s network
Reachability of the prefix

How the prefix Is announced outside of
UUNET’s network
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Some ISP Examples
BT Ignite
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 Formerly Concert’s European network

* One of the most comprehensive community lists
around

Seems to be based on definitions originally used in
Tiscali’s network

reveals all

« Extensive community definitions allow
sophisticated traffic engineering by customers
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louncenents to major peers.

0 Eur opean peers
~Sprint (AS1239)
003 Uni source (AS3300)

: 1005 UUnet (AS702)
6 Carrierl (AS8918)
“Support Net (8582)

AT&T (AS2686

remarks: H Level 3 (AS9

remarks: 5400: 11

notify:  notify@!

source:  RIPE z e ——
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Some ISP Examples
Carrierl
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* European ISP

 Another very comprehensive list of
community definitions

reveals all
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Some ISP Examples
Level 3
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* Highly detailed AS object held on the RIPE
Routing Registry

* Also a very comprehensive list of
community definitions

reveals all
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* |IGP versus BGP
Injecting Prefixes into IBGP
Aggregation

Recelving Prefixes

Configuration Tips

Addressing Planning

Service Provider use of Communities
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BGP Tutorial

End of Part 2 — Deployment Techniques
Part 3 — Multihoming is next
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