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ITU: A Brief Overview

Founded in 1865

193 Member States
567 sector Members
159 Associates

104 Academia

Headquartered in
Geneva,

4 Regional Offices
7 Area Offices.

A specialized agency of the UN with
focus on Telecommunication / ICTs

ITU-R: ITU’s Radio-communication Sector globally manages
radio-frequency spectrum and satellite orbits that ensure
safety of life on land, at sea and in the skies.

ITU-T: ITU's Telecommunication Standardization Sector
enables global communications by ensuring that
countries’ ICT networks and devices are speaking the
same language.

ITU-D: ITU’s Development Sector fosters
international cooperation and solidarity in the
delivery of technical assistance and in the creation,
development and improvement of
telecommunication/ICT equipment and networks
in developing countries.




ICT Services Uptake

Global, 2014

Mobile cellular
subscriptions:
- Almost 7 billion

Mobile broadband penetration:

- 84% developed countries
- 21% developing countries

Fixed broadband penetration:
- 27.5 % developed countries
- 6 % developing countries

- Almost 3 billion people online
(individuals using the Internet)
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Source: ITU World Telecommunication/ICT Indicators database




Agreed Global Telecommunication/ICT Targets - 2020

Goal 1 Growth : Enable and foster access to and increased use of telecommunications/ICTs
55% 60% 40%

of households should of individuals should Telecommunications/ICTs
have access to the be using the Internet should be 40% more

GROWTH
Internet affordable

Goal 2 Inclusiveness — Bridge the digital divide and provide broadband for all %g

50% 50% 40% 5% g%

of households should of individuals should be affordability gap Broadband services

have access to the using the Internet in the between developed and should cost no more INCLUSION
) h . 0

Internet in the developing world; 20% developing countries than 5% pf average

developing world; 15% in in the least developed should be reduced by monthly income in the

the least developed countries 40% developing countries

countries

90% Gender equality among Enabling environments ensuring accessible
of the rural population should be Internet users should be ICTs for persons with disabilities should be
covered by broadband services reached established in all countries

Goal 3 Sustainability — Manage challenges resulting from the telecommunication/ICT
development =
1) 0, Qjo
40% 50% 30%

improvement in reduction in volume of decrease in Green House Gas emissions per SUSTAINABILITY
cybersecurity readiness redundant e-waste device generated by the
telecommunication/ICT sector

Goal 4 Innovation and partnership — Lead, improve and adapt to the changing
telecommunication/ICT environment

conducive to innovation telecommunication/ICT environment INNOVATION

E Telecommunication/ICT environment Effective partnerships of stakeholders in




A multi-tier SSC ICT architecture from communication view

(physical perspective)
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Different Services, Different

Requirements - Examples
PPDR services

¢ Constant availability —

* Ubiquitous coverage — not just outdoors, but inside buildings
(including large ferroconcrete structures such as shopping malls)
and in tunnels (including subways).

* Regionally harmonised spectrum —

* Differentiated priority classes .

* Support for dynamic talkgroups,

* Automatic identification with authentication.
e Automatic location discovery and tracking

* The ability to maintain connectivity

* Fast call setup (<200ms) and immediate access on demand: the
Push-to-talk (PTT)function and all-calls (internal broadcasts).

* Relay capabilities

e Support for Air-Ground-Air (AGA) communication when and
where needed.

* Adequate quality of service
* The ability to roam onto commercial networks

eInterworking between various PPDR services, and increasingly,
across borders.

Utility industry :

*Teleprotection — safeguarding infrastructure and isolating
sections of the network during fault conditions whilst
maintaining service in unaffected parts of the network.

*Data monitoring via SCADA (Supervisory, Control And Data
Acquisition) systems.

eAutomation — systems to autonomously restore service after
an interruption or an unplanned situation.

* Security — systems to ensure the safety and security of plant.
* Voice services —.

* Metering — collecting data from smart meters and
communicating with them for various reasons, such as demand
management and to implement tariff changes.

* Connectivity — telecommunication networks to interconnect
the above services in a reliable and resilient manner under all
conditions.

* Other operational requirements include:

* Coverage of all populated areas with points of presence
throughout the service territory

* Costs must be low
* Continuity of service is vital, and price stability
« Utilities want network separation,

Intelligent Transport
Services... and more




What type of network is required to deliver these services?

= Private networks
= Public networks

What preparations are required to make best use of commercial
networks to deliver smart services (some of them such as Emergency
Telecommunication, Utilities, Transportation critical in character)?

= Technical (e.g. coverage, resilience, quality, spectrum, interoperability)

= Commercial (e.g. availability, long term pricing, SLAs

= Policy & Regulatory (e.g. critical services as priority, quality of service,
long term tariffs, security, privacy, USO, infrastructure sharing,
licensing)




Key Cybersecurity Challenges

" Lack of adequate and interoperable national or regional
legal frameworks

® Lack of secure software for ICT-based applications

" Lack of appropriate national and global organizational
structures to deal with cyber incidents

® Lack of information security professionals and skills
within governments; lack of basic awareness among
users

® Lack of international cooperation between industry
experts, law enforcements, regulators, academia &
international organizations, etc. to address a global
challenge

=  Complexity of ICTs imply a need for the ability to
respond, not just protect, as cybersecurity incidents will
happen even if protective measures are deployed.

Cybersecurity not seen yet as a cross-sector, multi-dimensional concern.

Still seen as a technical/technology problem.




Importance of Cybersecurity

* From industrial age to information societies
- Increasing dependence on the availability of ICTs
- Number of Internet users growing constantly
(now 40% of world’s population)

e Statistics and reports show that cyber-threats are
on the rise

- The likely annual cost to the global economy from

Cybercrime is estimated at more than $455 billion (source: 312 253
McAfee Report on Economic Impact of Cybercrime, 2013).

2014 2013

* Developing countries most at risk as they adopt
broader use of ICTs

Total Breaches

- E.g. Africa leading in Mobile-broadband penetration: — [ ————————""
almost 20% in 2014 - up from less than 2% in 2010 (Source: 3}01““ _
ITU ICT Statistics)

 Need for building cybersecurity capacity

- Protection is crucial for the socio-economic wellbeing of
a country in the adoption of new technologies

New Malware Variants (Added Each Year)

Source: Symantec 2015 Internet Security Threat Report




Coordinated Response

Need for a multi-level response to the cybersecurity challenges

International Cooperation
frameworks and exchange of
information

International

Harmonization of policies, legal
frameworks and good practices at

Regional
regional level

National strategies and policies

National National response capabilities

Country level capacity building and training




ITU Mandate on Cybersecurity

4 )
2003 - 2005 -\. world summit _
WSIS entrusted ITU as sole facilitator for WSIS Action Line C5 - ’ on the '“form?tm“ society
“ R . . ” Geneva 2003 - Tunis 2005
Building Confidence and Security in the use of ICTs

J
\
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S 2007
J‘%é; | @/;;;& Global Cybersecurity Agenda (GCA) was launched by ITU
: N Secretary General
< % GCA is a framework for international cooperation in cybersecurity

\/
J\_

ITU Membership endorsed the GCA as the ITU-wide
strategy on international cooperation.
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2008 to date G ‘ A CYBERSECURITY
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Building confidence and security in the use of ICTs is widely present in PP and Conferences’
resolutions. In particular WTSA 12, PP 10 and WTDC 10 produced Resolutions (WTSA 12 Res 50, 52,
58, PP Res 130, 174, 179, 181 and WTDC 45 and 69) which touch on the most relevant ICT security
related issues, from legal to policy, to technical and organization measures.



http://www.itu.int/osg/csd/cybersecurity/gca/cop/

Global Cybersecurity Agenda (GCA)

* GCA is designed for cooperation and efficiency,
encouraging collaboration with and between all
relevant partners, and building on existing initiatives
to avoid duplicating efforts.

e GCA builds upon five pillars:

1.
2.
3.
4.
5.

Legal Measures

Technical and Procedural Measures
Organizational Structure

Capacity Building

International Cooperation

Since its launch, GCA has attracted the support and
recognition of leaders and cybersecurity experts
around the world.




Global Cybersecurity Agenda (GCA)

* GCA is designed for cooperation and efficiency,
encouraging collaboration with and between all
relevant partners, and building on existing initiatives
to avoid duplicating efforts.

e GCA builds upon five pillars:

1.
2.
3.
4.
5.

Legal Measures

Technical and Procedural Measures
Organizational Structure

Capacity Building

International Cooperation

Since its launch, GCA has attracted the support and
recognition of leaders and cybersecurity experts
around the world.




Global Cybersecurity Index

Objective

The Global Cybersecurity Index (GCl) aims to measure the level of
commitment of each nation in cybersecurity in five main areas:

104 countries have responded

e Legal Measures
Final Global and Regional Results 2014

e Technical Measures are on ITU Website

e QOrganizational Measures
. o http://www.itu.int/en/ITU-
¢ CapaClty BUl|dlng D/Cybersecurity/Pages/GCl.aspx

e National and International Next iteration in progress

nnnnn SECURITY

Global
CYBERSECURITY INDEX &

Cooperation
ABlresearch | Global

A% | Cybersecurity
Y | Index
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http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx

ABlresearch | Global

% Cybersecurity
'@ Index

National Cybersecurity Commitment H_mm LOWEST

Source: http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCl.aspx




Global Ranking 2014 - Top 5

Country

Many countries share the
same ranking which Canada 0.794 2
indicates that they have the
same level of readiness. Malaysia 0.765 3
The index has a low level of
granularity since it aims at

capturing the cybersecurity
commitment/preparedness
of a country and Germany
NOT its detailed capabilities
or possible vulnerabilities.

New Zealand 0.735 4

Brazil 0.706 5




Top Performers in Asia-Pacific

Asia Pacific Index Regional Rank
Malaysia 0.7353 1
Awustralia® 0.6765 2
MNew Zealand® 0.6765 2
India* 06471 4
Singapore 0.6471 4
lapan* 0.5588 6
Republic of Korea* 0.4706 7
Indonesia® 0.4412 8
Brunei Darussalam 0.3824 9
China* 0.3824 9
Sri Lanka 03824 9
Myanmar 03529 12
Thailand* 0.3529 12
Bangladesh 0.2941 14
Iran (Islamic Republic of)* 0.2941 14
Philippines*® 0.2941 14
Afghanistan 0.2647 17
Viet Nam* 02647 17

Vanuatu 0.1471

[
Lo
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Cyberwellness Country Profiles

Factual information on
cybersecurity achievements on
each country based on the GCA
pillars

Over 196 profiles to date

Live documents —

Invite countries to assist us
in maintaining updated
information
cybersecurity@itu.int

1. Legal Measures
A. Criminal Legislation
B. Regulation & Compliance.

2. Technical Measures
A. CERT/CIRT/CSIRT

B. Standards

C. Certification

3. Organizational Measures
A. Policy

B. Roadmap for Governance
C. Responsible Agency

D. National Benchmarking

4. Capacity building

A. Standardization Development
B. Manpower Development

C. Professional Certification

D. Agency Certification

5. Cooperation

A. Intra-state Cooperation

B. Intra-agency Cooperation
C. Public-Private Partnerships
D. International Cooperation

18
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Cyberwellness Profile example - USA

Ghobal Cybarsacuvity Incax & Cybanweingss Profiles

CYBERWELLMNESS PROFILE
UNITED STATES

BATE GROUND
Total Population: 313 75400 IntEmiet users, peroentage of population: B4 0%

|smba source United Mgtions Sttigicc Divicion, (dats source: MU Zptistics, December 2013)
Deeceminer 2042)

1 CVBERSECURITY
11 LEGAL MEASURES

111 CRIMINAL LESISLATION

Spedfic Iegjsktion on oyberoime ihes been enached through the Tollowing instruments:

- 1% UISC Orapbesr 1003 - Confroliing the Amzsult of Mon-solicited Pormography and Mariosting

- 128 USE, Chapher 47, § 1005 - Frawd and relabed sctivity in connscton with scoes devioes

- 18 USC, Chapher 47, § 1030 - Fraud and relbed sctivity in connsction with compubers

- 18 USC, Chapher 47, § 1037 - Fraud and reisbed sctivity in connection with slecbronic mail

- 18 USC Chepter 119 - Wire and Electronic Communimotions Imteroception and interception of Oral
Communicstions

- 12 UISC Oreptesr 124 - Stored 'Wire and Elartronic Communicatians and Transactionsl Remord Aoossx

112 REGULATION AND COBAFLUIANCE

Speific legjskation and regulstion relsbed to cyberseourity has besn snacted through the foliowing irstnuments:
-84 S Onapher 33, Subchaoter Wl - Infiormrestion Sbll"il'r’liiﬂ-llil

- Blechronic S grestures in Siobal and Nationsl Commence Ad
= Homeland Seourity Act - Cyber Seourity Research and Development At

- Protecting Chiliren inthe 215t Century Act - Children's Intemet Protection Act

- Agdam ‘Waish Ohild Protection and Safety Act - Keeping the Inbsmet Devoid of Sexual Predetors Act

- Fremdom of Information Act (3 USC 5 952) - Privacy Act (3 LLS.C. § %52a)

- Uinifarm Electronic Tmnsctions Ad

1¥10rT

United Stetes has an offidally recognized national OIRT | S CEAT) and an industrial mntrol systems CERT (05—
LERT).

1% 2 STAKDARDE

United Sttes has afficelly sporoves national [and sechor spedfic) oybsrsscurity Samessarks for i mplementing
intermatioraily recopnized cybersecurity sandands through the following instruments:

~Fegiersl Information Senurity Maragement Act of 2002

HIST 5 BOO-37 “Guide for the Seourty Certifiotion snd AoTeditetion of Federal information Systems®
<Thie Morth American Electric Relmbility Corporation |MERC) hes crested many standards. The most widely
recognized is MERC 1300 which is s modificationupdate of MERC 1200

-intional Institute of Sanderds and Tedhnology Specal publiction 200-12 provides & brosd ovendew of
DOt SECLItY Snd control aress.

123 CERTIRCATION

The Nationai Initistive: for Cytersscurity Education [MIOCS) offers & oybersenurity framework: for the certificstion
and sooreditation of national sgences and public sector profeszionals

13 ORGAMIZATION MEASURES

131 POLKCY

United States has offically recomnized intermationsl Strabssy for Cybenpane. There i Also &0 Eosnutiye onder in
onder to improve aitiol infrastruches oybersenarty. A Critical Infrastruckune Probection Program has besn in
place since 1556,

132 ROADMAF FOR GOVERNANCE

The NIST Foadmap for Imorowing Crtical Infmstryciurs Cyberseourity, the Crom-Sechor Rosdmep for
Cyteers sty of Civiro| Sysherms and the Roadman to schisse eneny delsny ostems ojberssority prowide the
national govermance roadmap for cjberssourity inthe Unibesd Stabes.

133 RESPONSIBLE AGENCY

The Wiite Hmu!husmup‘pn'lm:d LGbeﬂ'sEu.l‘l‘t‘ll Coordinator ot the lewel of Spedal Assstant to the Presidant
o guide Exenutive branch =orts. The Department of Homelnd Seourity (DHS) and the Department of Defense
| Do) are the primany cyterssourity Soors in onder to monitor snd ooondi nerhe the imp lementation of & national
CyDersECurity stratemy, policy snd rosdmsp by respective spenGes.

134 NATIONAL EENCHMARKING

The Mational Oheddist Progrem (NCP), defined by the KIST SF 800-70 Rew. 2, is the LS. prvemment repostony
of pubicly availatie security chedoists {or bendhmarke) thet provides detailed low kewel muicanoe on ssthing the
senrity configuration of cpersting FyEtems and appictions. MCF is migrating it repository of chedlists to
monform to the Saourity Content Aurteemation Protnosd (SCAP). SCAP snabiles stendards based semurity tools ko
sAnmatically perform mnfigurstion checking wsing NP cheddists.

14 CAPACITY BLILDING

14,1 STANDARDISATION DEVELOPMENT

The Depertment of Defense [0D] estabiished the Defense Industrisl Ease [DHB) Cyberssnsityfinformation
Azzurance |C5f14) Program that aims to provide oyberseourity skandards, best practices and guideines to be
mpnlied in ither the privake or the public sector. The Metional Institute of Stancards and Technology {MIET] kads
sbo in dewsioping & Cyberssourity Framewor of standerds and best pradices for protecting  oitioal

infrastructures

The Cybersecurity Diiison |CS3) provides information resourmes—stancands, frameworks, tools, and
technologies to Enable sEsmiess Bnd secuns inkemoions among homeand seourty salksholders and lesds the
povETITEnk's charge in funding oybarse oty ressarch snd ewslopment (RED).

Alsn the [T Security Essential Body of Knowiedge |[EBK] establishes & national bassline of the essential nowiedze
wnd sidlls thatt [T seourity practitioners in the public and private sactor should heve to perform sperfic miles and
responsibilities.

147 MANPOWER DEVELOPMENT

United States hac the following various types of SWEMenscs DrOZTams, industry ik, conferences, training
programs and workshops on cybersecurity, for the peneml public s well 2 for public and private ssctor
empioyees

- Nationsl Cybarsecurity Awsreness kMonth - St Think Conmect. Cxmpeign

- Cyber-Fhysical Systems Public Wiorking Groun Workshop

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx



http://www.ida.gov.sg/Technology/20110414104645.aspx

Cyberwellness Profile example - USA

- Mationisl Cybersecurity Educstion Cound) (MCEC

reecurity Edustion and Treining Assictanos m | CETAF]
- Mamtioral Czrters of Acsdemic Excelance lEAB] thiat pﬂMﬂ! shudenks valusniz technicsl =kl in vanous
disdinlines of information Assurance.
- The Fadersl Osbersecurity Training Events |F2iCTE] that delivers training, labs, and competitions for Federal
cyDersecurity and IT professiceals.

1.4 3 PROFESSIONAL CERTIRCATION

There is no swailable information regarding the exack number off public sector professionals certified under
intemationally reoognized certification programs in oybersecurity.

14 4 AGEMCY CERTIRCATION

There is no mhhl:mfnrnwhmrcp'nirgwmﬁ:dpﬂnmuﬂm pudiic sechor agendes ceriified under

Miﬁm standands nﬁmﬂ

151 INTRA-STATE DODPERATION

T fad itate sharing of cyberseourity 2ssets BO0Es bonders or with otfher nation sbates, United States has offically
racoEnized purmu'ﬂlpa with the following organizetions:

- United States and Estonia: Partrers in Cyber Sacurity and intemek Fresdom

157 INTRA-AGENCY OODFERATION

United States hac offically recompized the following netional or sector-spedfic programs for sharing
CyDersecurity assets within the public sector through the Department of Homeland Security |DHS | cremted by the
Homeland Seurity Act of 2002.

- Thiz Mational Infrastruchure Protection Plan (MIPF)

- Thee Department of Homeland Secunity and the Department of Defense (DOD] signed 2 lndmark memorandum
of agresment in 2040 to probect szainst thrests to aitiocl chvilian and militsny computer systeams and networks.

- The Department of Homeiand Seurity, the Dexsrtment of Defense, and the Financal Sendioss Information
Sharing and Aralysic Center munched B pilot inftistive desimed to help protect key oitical networks and
infrastructure within the finandal services sector by shaning actionabie, sensitive informeation.

- Thi Cypersecurity Farmers Lol Acoess Plan.

153 PUBLEC SECTOR PARTMERSHIF

The Administration provices officlly recognized mational or sector-spedfic programs for sharing cyberssounty
mmets within the puniic snd privabe sechor through & Cyberssaurity Framework, s guite devsioped milaboratiaely
With the private sector for private industry to enhanos their cjberssourity, in 2014,

The Mational Cybersecurity Center of Excellence [MOZ0E] provices busineses with reslworkd oyberssounty
sohutions—oased on commerdally availabie technologies. Finally the Department of Homeland Secunty’s Critical
Infrastructure Cyder Community C' Wolunkary Program heips align oitical infrastruchure owners and operators
With existing rasourpes that will aszist their efforts to sdont the Cyoarsenurity Framework snd manazs thair oyper
risks.

15 4 INTERNATIONAL OODFERATION

United States is Sgnatory to Council of Eunope Convention on Cybencrime and there isan ELU-LS coppemtion on

Hmm and cﬁm

2.1 MATIONAL LEGISLATION AMD 5TRATEGY

Specific legiskation on child online protection has been emrected through the following instruments:

- Saction 13 of the LIS Code, Chapter 51, §5 6301-6308, included in the US Code: by the Children's Online Privecy
Protection Act 1995

- Section 47 of the IS Code, Chapter 3, 55 234h 5]

- Saction 15 of the LIS Code, Chapter L0, 5§ 2251-J7E0s amended by HE. 1981 ey 2001

- Section 20 of the LS Code, Chapter 72, 55 5434 [f], indudiead in the LS Code by the Dhil éres’s Internet Probection

- Prodect cur Children Act, Ochober 2008,

- Keeping the Intemet Dewoid of Ssosl Predabors, October 2008

The Int=rnationsl Stretesy for Cyberspane does not outiine dhild onine protection.
22 N COWNVENTION AND FROTOCOL

United States has scoeged, with no dedarstions or ressrvations to arides 16, 17]e] and 34{c], tothe Comsention
on the Rmn‘mm‘lﬂ mmmummmﬂmznmmwmmmumm!mlm

23 INSTITUTEOMAL SUPPORT

The Tollowing supports provide information on internet safety for parents, children and edumtors:

-Branch created within the Depertment of Justice: intemet Crime sesinst Children Task Force.

“The Federsl Trade Commission runs the OnGusndCrline website, the federal govermn ment website dedicsted to

-Branch oested within the LIS Department of Health and Pubiic Serios: Administrtion for Children gnd Families.

-Organization uthorized bo Work in pertrership with the US Depsrtment of Justice: Nationsl Canter for bizsng
: .

~The United State Computer Emergency Responss Team [US-CEAT] does not provide spedfic information on

child online protection Dut hosts & series of links redinecing to it

24 REPORTING MECHANMISM

Compizints oan be filed through the CniSuardCnline website. Cyber Tighne of the Kational Centre for Missing

and Exploited Childnen has a dedicated space to report incidemts whidh include momputer incidents reated to

child online probection.

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx



http://www.ida.gov.sg/Technology/20110414104645.aspx

Cyberwellness Profile example — MALAYSIA

CYBERWELLMESS PROFILE
MALAYSIA

BATK GROUND

Total Population: 25.82 million IntEmiet users, peroentage of population: 65.57%
|gata sourcer United Mations Stakistics Division, (dets source: MU Skatistics, Decemier 3013)
Deeceminer Hd2)

1. CWBERSECOURITF

11 LEGAL MEASURES
111 CRaMINAL LEGISLATION
Spedfic Iegjsktion on cyberoime has besn enached through the Tollowing instruments:

- Communicetions and Murtimedis Act 1556 [Act J28] - Compurter Crime Act 1557 [Act 363]

- Personal Data Protection Act 2010 [Act 705 - Peral Coce [Act 374]
- ighk Art 1587 - Diggtail Simnature Act 1537[Act 362]

- Financial Services At 2083
117 REGULATION AND COMPLUANCE
Spedific Imgiskation and regulstion relabsd to cybersecurity has been sracted through the folowing instruments:

- Elecironic Dommesce Ark 2006 [Act 638].

1% TECHNICAL MEASURES
1x14arT

Malwysia has sn offidally recognized nationsl ORT (MyCERT) operated by the office of Cybersenurity Malksysa,
Malwysia has siso 8 Government CERT [SCERT] which mordinstes inowledpe sharing and eschangss progams
betvezen I CERT. Intermet Senios Froviders and enforosment apences.

1% 2 STAKDARDE

Malwysia hes officslly spproved nationsl [and sector specfic) cybersecurty frameworks for implementing
intermationally recognized cybersecurity standards through the following instruments:
ﬂmm:zmmmﬂ', Mmlhﬁrﬁfmldmﬂau “Araban 34"

~Thie Cabinet's Decsion in 2040 ~Arahan Kessamatan under Chief Govemment Ssoarity Office (0G50,
123 CERTIRCATION

The Policy Thnest 3 Qyberseourity Technology Frmework from the lational Cyberseaurity policy [MOSF] offers
oyDersecurity framework for the cerifiations and soreditations of national agences and public s=ctor

professionals.

13 ORGANIZATION MEASURES
131 POULKCY
Naiaysia has an aftidaly recognized National Cytiersacurity Policy (OS] which was initinted by the Miniztry of

to hamesz nationsl effort to enhance the seourity of Malaysa's Oritical
Hatiorel Information Infrastructure (CHI.The Policy was formulsted based on @ National Cyberssourity

Framessnork thet comprises iegisistion and regulstory, technology, pubiic-privete conperation, institutional, and
132 ROADMAF FOR GOVERNANCE

The Policy Thrust 4 “Effective Govermance” from the Mational Cybersecurity Policy (MCSF) provides & national
EOVETANCE roadmap for Cybersecuby in Malaysia.

133 RESPONSIBLE AGENCY

The Ministry of Communicrtions and Mulimesia (KKbM| and the hipictry of Sgence Technology snd
Innovation |RWO05T]| monitor and coordinate the: implementation of & national cyberssourity stratesy, policoy and
roacmap oy respective agencies.

134 NATIONAL BENCHMARKING

Mlabysin bz officially recomnized rational benchmericing for the national cyber misis management plan. Malsysis

mnducted on 2007 by Cybersecurity Makysis & Malsysian incident Handiing, Drill. Cybersecurity Malsysiz
mordineked the first National Cyber Crisic Exerdse Cyber Drill codenamed X-Maym in collaboration with the
Matiorel Security Coundl in 2008,

14 CAPACTY ELNLDANG

141 STANDURDASETION DEWVELDOPMENT

‘Eandards halwysa i the mational standands Body and the national acoreditation body, providing confidence to
warious stakeholders, through credinie Sanderdizstion and scorecitation serdces for giobsl competitiveness and
hes officislly recogniced retional or sector-spediic research and development |RED| programs,‘projects for
CyDersecurity standands, best practioes and guidelines to be applisd in sither the privete or the public sector.
147 MANPORWER DEVELOFMENT

Walysian Communications and Mult mesdis Commiss on mrowices sanous types of awarsness progmms, industry
talkz, confersnces, training programs and worishops on oyberssarity, forthe genersl public as well & for pubic

nd private: sector employess. CyberSAFE, short for Cybersecurity Awereness for Everyone, is Dyberssourity
Mabysia'sinitiative to educete snd enhance the swareness for the genemi public on the technological and socil

issses facing inbarnet usars, partiouary on the dangers of getting online.
143 PROFESSIONAL CERTIRCATION

Walysis does not hess the smct mumber of publiic sertor professionsls cerbfied under intermationally
recopnized certification programes in cyberssourity.

1.4 4 SGENCY CERTIFICATION

Malyzis doss not have sny Certifisd povernment and public sactor agencies certithes under inkemationally

ﬁ:ndstﬂﬁurﬂsln iﬁ

151 INTRA-STATE COOPERATION

To fsciitate sharing of cybersecurty msmebs sOrosT bDorcers OF with obher mation stebes, halysisn
Communicetions ard bAdbmedis Commizsion hes offically recognized parinerships with the folowing

M T
- ASEAN —lapan Parfrershin  -APT Cybersenurity  -ASEAM Cyber Dril
152 INTRA-AGENCY CO:OPERATION

Mabysia has offically recognized nationsl or sechor-specitic programs for sharing oybersenurity assets within the
pubic sector through the rakional X-WATA and the Nati onal Security Coundl directses No. 24 named Amhan 24

153 PUELK SECTOR PARTMNERSHIFP

The Polioy Thrust 7 “Cyberse ourity Emenssnoy Readiness” from the Mational Cyberssourty Poliog [MCSP] prosides
offically recopnized nationsl or ssrtor-specfic programs for shanng oybersecurity assets within the pusic and

priete sechor.

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx



http://www.ida.gov.sg/Technology/20110414104645.aspx

Cyberwellness Profile example — MALAYSIA

154 INTERNATIONAL OODPERATION

Malmysia is 8 member of the [TUHMEPACT inftative and has aocess to relevant oybersenurity senaces. Malksysia
particpabed in the Intemetional Cyber Shieid Exercize 2014 in Turkey (C5E 2014].

halsysa parbicpated in the following cypersequnty adiities

- ASEAN JAPAM Informration Seourity -APT Cytersenurity Forum
- Meridian Conferenios - Dictopurs Conference Coopermtion aFminst oybenorime]
- ITC L‘EE!?MEE

MyCERT is @ member of FIRST.

22 MATIONAL LESISLATION
Sperific Imgiskation on child anline protection has been emacted through the foll ewing instruments:

- Anilg A 3000 (At Edd)

- Sprtion 293, Fenal Code [&ct 774

- Sehions 211 and 233, Communicstons and Muttmecis &t 1998
23 N OORNVENTION AND PROTOOOL

Makmysia has acoeted, with no deciarations or reseraations to artices 16, 17{e| and 34{d], to the Convention on
e ﬁﬂ url:he-:hlh:l.hhh',-.ummd mmmﬂmmmmm l'bdslmdltuﬁ:

Ministry of ‘Women, Family and Community Development (KTWFCD], Maleysian Communicabions and
FAuitimesia Commission [MCRAC) and the Minisry of Education [MDE) provide infarmation on internet safety
for parents, children and eduosbors.

25 REPORTING MECHAMISM

Cnline Megal content on be reported on the Child line 15955, NUE Ajlert is responsible for spresding information
&z fast as possible 0 help trace missng dhilidren {beiow 12 years of age] wiho could be vichms of oime or st
HUR Alert pomes under the National Onild Protection Folicy and Action Flan.

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx



http://www.ida.gov.sg/Technology/20110414104645.aspx
http://www.ida.gov.sg/Technology/20110414104645.aspx

National Strategies Repository

YOUARE HERE  HOME

About

Mational Strategies

Legal Measures

CIRT Programme

Gilobal Cybersecurity Index

Combating SPAM

=IMU-0 = CYBERSECURITY - NATIOMAL STRATEGIES REPCSITORY

This Repository includes the Mational Cybersecurity Strategies, be it in 2 form of a single or multiple
docurmnents or 35 an intsgral part of 3 broader ICT or national security strategiss.

* Please note thar not all of the documents are available in English.

=z POOO

?2 out of 193 ITL Member Stafes cumrently have a publicly available Mshional Cybersecunty Sirafegy:

Glabal Partnerships Ad K-Q R-Z
Cyberthreat Insight Afghanistan Kenya Romania
Fublications Albania Kaorea (Republic of) Russian Federation (1, 2)
Events Australia Latviz Rwanda
Austria Lithualia Saudi Arabia
Azerbaijan Lucernbourng Serbiz
Bangladesh Malawi Singapore
Belgiumi {1, 2) Malaysia Slovakiz
Blosnia and Herzegovina (Dvaff) Malta South Africa
Brazil (1, 2, 3, 4, 5) Mauritaniz Sipain
Brunei Darrussalam Mauritius Sweden
Canada Micronesia Switzerland
China Maoldowa Trinidad and Tobago
Colombia Montenegro Turkey
Croatia Moroceo Uganda
Cyprus Metherlands (1, Z) United Kingdom
Czech Republic MNew Zealand United States of America (1, 2, 3)

Source: http://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx



http://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx

Cybersecurity Strategy Model

ENDS:
National
- cybersecurity @
: objectives

WAYS:
Approaches to executing
cybersecurity strategy

; » e‘
: ;6’ &
. -

STRATEGIC CONTEXT:

Factors influencing national Q

cybersecurity activities

Threats and Risks Y S
National Interests

International Treaties
and Conventions

Source: Dr Fradarick Wamala

=

MEANS:
Resources
devoled to action on
cybersecurity priorities

Legal Resources

Technical &
Procedural

Organizational

Capacity Building

International

Cooperation

NATIONAL
CYBERSECURITY
STRATEGY

Timescales & Performance Measures

Actions on cybersecurity priorities

National cybersecurity priorities

Clear, succinct and achievable
cybersecurity ends/objectives

National cybersecurity strategic
context: Cyber threats and risks

A clear statement of purpose, scope
and assumptions of the strategy

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx



http://www.ida.gov.sg/Technology/20110414104645.aspx

National Cyber Security Strategy ITU Cyber Security Toolkit:

The aim — create a toolkit to help states to create or improve cyber security strategies

PSPPI LPSD

Examples of Topics To Be Addressed

The role, objectives and scope of a National Cyber
Security Strategy in a line with the UN SDGs

The definition/publication/review process: the
Governance Model

Reference
Guide

National and International Standards and
government compliance program

Critical Infrastructure Protection and integration
with other national security/emergency programs

National Risk Management program

National Incident Response/CERT -
integration/alignment with Military/Intelligence

Implementation strategies for the Government

Evaluation
Tool

Implementation strategies for Private Sector

The definition/publication/review process: the
Awareness Programme

Aspects not typically covered by public strategies
that should be considered and addressed

Components of Toolkit

A single resource for any country to gain a clear

understanding of National Cyber Security Strategy in

terms of:

— the purpose and content

— how to go about developing a strategy,
including strategic areas and capabilities

— the relevant models and resources available

— the assistance available from various
organisations and their contact details

FORMAT: 15-20 page Word / PDF

A simple tool that allows national governments and

stakeholders to:

— Evaluate their current status in each of the
strategic areas identified in the reference guide

— Evaluate their current status in cyber security
lifecycle management

— Easily identify key areas for improvement

— Provide a means for measuring improvements
over time

FORMAT: Excel or web-based worksheet




Cybersecurity in Asia-Pacific region

= National Cybersecurity Strategy & Cybersecurity Awareness : Nepal
(2016-2015)

= Readiness Assessment to Establish a National CIRT for Fiji (2014-2015)

= Workshop on Cybersecuirty and Cybercrime Legislation & Cybersecurity
Incident Simulation Bangkok 23 March 2015

= INTERPOL-ITU Cybercrime Investigation Seminar,19-21 Feb 2014, Malaysia

= First Pacific Islands Capacity Building Workshop on Child Online Protection
and Commonwealth National Cybersecurity Framework Regional
Workshop, 22-24 September 2014, Vanuatu

= Establishment of Pac CIRT, Fiji

= Readiness assessment National Cybersecurity Strategy, Bangladesh ( 2013)

= |TU Cyber Security Forum & Cyber Drill, 9-11 Dec 2013, Vientiane, Lao
P.D.R

= Enhancement of cybersecurity capabilities (CIRT) Bhutan (2013)

= CIRT Capacity Building for Afghanistan (2014 and 2015)

26




ITU/EC ICB4PAC : Model Cybersecurity Strategies &COP

Regulatory Harmonization Cycle

7 Priority Areas

Cook Islands Palau
National ICT Policy Fiji PNG
. Micronesia
Interconnection Samoa
. Kiribati
Cost Modellng Solomon Islands
; ; Marshall Islands Tonga
International Roamlng
Nauru Tuvalu
Cyber-security Niue Vanuatu

Licensing

Universal Service

Numbering




CIRT Assessment in ABBIVIN Countries

ITU carried our CIRT assessment as a part of Afghanistan Bangladesh Bhutan Maldives
Nepal (ABBMN) Ministerial Forum in 2012 in five South Asian Countries with following

objectives

1. Assist in study of the readiness assessment of current cybersecurity needs in each
country

CYBERSECURITY

2. Study and suggest institutional and organizational
requirements and arrangements for CIRT in each country

3. Develop areas of proactive and reactive response measures READINESS ASSESSMENT

in each country

Develop Membership Policies for CIRT in each country

Develop Policies to coordinate with internal agencies as well

as international CIRTs taking into account policies for ITU

IMPACT initiative on CIRT in each country

6. Design specifications for hardware and software for CIRT for
each country

oA

The Ministerial Declaration along with the CIRT Assessment
was published in January 2012 and is available at :

http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT ABBMN Assessment.pdf



http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf

Cyber Drills in Asia-Pacific

= Two Cyber Drills carried out in the region by ITU in 2011 and 2012

= A Forum was also organized inviting CERT representatives who
shared their experiences, issues, challenges and initiatives.

" |ndustry leaders shared their thoughts on cybersecurity-related
technologies and solutions.

= Buit networking among participating CERTs. For example, during
the 2011 Forum, CERTs agreed to collaborate and coordinate among
each other even after the Froum

= Bilateral actions/cooperation such as mission exchange were done
by themselves and only informing/updating ITU

= |n the case of the 2013 drill, we invited telcos, academia and other
government agencies to observe the drill

V2011 : http://www.itu.int/ITU-D/asp/CMS/Events/2011/CIRTWkshp/index.asp)
v/ 2013 : http://www.itu.int/en/ITU-D/Regional-
Presence/AsiaPacific/Pages/Events/f 13/12 Vientiane Lao PDR/CDrill.aspx).



http://www.itu.int/ITU-D/asp/CMS/Events/2011/CIRTWkshp/index.asp
http://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/Pages/Events/2013/12_Vientiane_Lao_PDR/CDrill.aspx
http://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/Pages/Events/2013/12_Vientiane_Lao_PDR/CDrill.aspx

Building a global partnership

Best practices in cybercrime legislations, joint technical assistance to member
states, information sharing

B, TREND, Tap on expertise of globally recognized industry players and accelerate
@Symantec. @ M1ER9 info sharing with ITU member states

ABI research Collaboration with ABI Research — The Global Cybersecurity Index (GCl)

technology market intelligence

Ly v i |
%' Collaboration with FIRST — To share best practices on computer incident response, engage

S in joint events, facilitate affiliation of national CIRTS of member states

Collaboration with Member States — Regional Cybersecurity Centres




General security objectives for ICT networks

a) Access to, and use of networks and services should be restricted to
authorized users;

b) Authorized users should be able to access and operate on assets
they are authorized to access;

International Telecommunication Union

c) Networks should support confidentiality to the level prescribed in
the network security policies;

d) All network entities should be held accountable for their own, but

Security in only their own, actions;

Tel icati . ..
.:,:c;:;:':,::::ic:nms e) Networks should be protected against unsolicited access or

Technology operations;

f) Security-related information should be available via the network,
but only to authorized users;

g) Plans should be in place to address how security incidents are to be
handled;

h) Procedures should be in place to restore normal operation
following detection of a security breach;

4||IIIIII|II'""“'IIIIIIIIIIIIIIIII|I|IIIIIIIIII||||||||“l|!|IIIII“""H|||Il‘IIIIIIIIIIIIIIIIIIIIIIIIIII

and

i) The network architecture should be able to support different
security policies and security mechanisms of different strengths.




Global Cybersecurity Index
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=ITU-D

= CYBERSECURITY = GLOBAL CYBERSECURITY INDEX

The Global Cybersecurity Index (GCI) is an ITU-ABIresearch joint project to rank
the cybersecurity capabilities of nation states. Cybersecurity has a wide field of
application that cuts across many industries and sectors. Each country’s level of
development will therefore be analyzed within five categories: Legal

Measures, Technical Measures, Organizational Measures, Capacity Building

and Cooperation.

The Global Cybersecurity Index and Cyberwellness profiles Report has been
launched at WSIS Forum™15 Geneva, on the 28 May.

This report presents the 2014 resulis
of the GC| and the Cyberwellness
country profiles for Member states. It
includes regional rankings, a selected
set of good practices and the way
forward for the next iteration. This
Report is available in all 6 languages.

CYBERSECURITY

Global

CYBERSECURITY INDEX &
CYBERWELLNESS PROFILES

Rapore

Disclaimer

The original publication is in English
and translations in other languages
may not accurately reflect the content
of the English publication. In case of
discrepancy, the English text shall
prevail.

stere QOO O

ABlresearch | Global
@ Cybersecurity

Index
Status Final Results
2014

1 05 countries have responded: full list

Good Practices

Join the GCI

DOCUMENTS

Global Cybersecurity Index Conceptual
Framework: English, French, Spanish

Presentation: Global Cybersecurity Index
Information letter: English, French, Spanish
Questionnaire: Online questionnaire

Downloadable version: English, French,
Spanish

'\3&,__ http://www.itu.int/en/ITU-
"D/Cybersecurity/Pages/GCI.aspx
Y '




Conclusions

= While it will never be possible to completely remove all risks,
drawing together an effective policies and practices,
infrastructure & technology, awareness and communication can
do a great deal to help.

" The international cooperation, based on a multi-stakeholder
approach and the belief that every organization — whether online
or mobile, educator or legislator, technical expert or industry
body — has something to contribute.

= Human and institutional capacity building critical to understand
and take reactive / proactive response to cyberthreats
= By working together with ITU and its partners critical

international collaboration can be achieved to make the Internet
a safe and secure not for us but for our children as well!
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RESOLUTION 101 (REV. BUSAN, 2014)
Internet Protocol-based networks

RESOLUTION 180 (REV. BUSAN, 2014)
Facilitating the transition from IPv4 to

IPV6
RESOLUTION 63 (Rev. Dubai, 2014)

IP address allocation and facilitating the
transition to IPv6 in the developing

countries
ASIA-PACIFIC REGIONAL INITIATIVE 3
Harnessing the benefits of new

RESOLITIQN 64 (REV. DUBAI, 2012)

IP address allocation and facilitating the
transition to and deployment of IPv6

WTSA2012 7~

Dubatl, AARC

World Telecommunication
Standardization Assembly

TUCOUNCIL  ITU-Tand ITU-D STUDY GROUPS

CAPACITY
BUILDING AND
MIEMIBER

ASSISTANCES

NN



Name of Organization Type of Organization

IPw6 Role and Activities

Standards Bodies

European Telecommunications
Standards Institute (ETSI)

Standardization Body

The Internet Engineering Task Standards, Engineering
Force (IETF)

Internet Governance & Advocacy Groups

International Chamber of Advocacy Group
Commerce (ICC)

Intemet Corporation for Assigned Internet Governance
Names and Numbers (ICANN)/

Internet Assigned Numbers

Authority (IANA)

Internet Govemance Forum (IGF) Advocacy, Policy Discussion

Intermnet Society (ISOC) Advocacy, Policy Discussion

RIPE NCC RIR* for Europe

ARIN RIR for North America

APNIC RIR for Asia

AFRINIC RIR for Africa

LACHNIC RIR for Latin America and the
Caribbean

European Metwork and Information  Adwocacy, Policy Discussion

Security Agency (ENISA)

Interoperability Testing
IPvE Ready Lozo Programme
Sole IP designer of IPvé

Repeated and consistent support for IPvE
..

Identified measurements of IPv6 deployment.

Added IPv6 addresses for six of the world's 13
raot server networks.

Has held workshops to address IPv6 transition
issues

‘World IPvE Day, 2011

World IPv6 Launch Day, 2012

Portal IPvE Actiow

High IPv6 allocation count

Began aggressive rollout plan in 2007
Monitors and supports IPvE deployment in the
sia Pacific rezi

Offers IPw6 transition support, featuring
training materials and test beds

Maintains a portal in 3 languages [Spanish,
Portuguese, English) as a one-stop IPve

resource

Center of Excellence for European States on
network and information security

Source: Authar

=  Collaboration between ITU and
relevant Organisations

= Raising awareness and human
capacity building

- e.g. ITU, APNIC, MICT Thailand, Others

= Assist Member States with existing
IPv6 management and allocation
policies

-e.g. ITU APNIC assistance in Asia-Pacific

" Undertake detailed studies of IP
address allocation..., both for IPv4 and
IPv6

" Technical Standards




ITU-T Study Groups and IPv6

Study Group 2

Study Group 3

Study Group 13

Study Group 16

| Study Group 17. |

Operational aspects of service
provision and telecommunications
management

Tariff and accounting principles
including related telecommunication
economic and policy issues

Future networks including mobile and
NGN

Multimedia coding, systems and
applications

IPv6 Security

Source: http://www.itu.int/net/ITU-T/ipv6/itudocs.aspx



IPv6 Related ITU-T Recommendations

Rec. ITU-T Y.2051 - General overview of IPv6-based NGN -

Rec. ITU-T Y.2052 - Framework of multi-homing in IPv6-based NGN % =
Rec. ITU-T Y.2053 - Functional requirements for IPv6 migration in NGN SR
Rec. ITU-T Y.2054 - Framework to support signaling for IPv6-based NGN ; S
Rec. ITU-T X.1037 - IPv6 technical security guidelines E

ITU-T related work on IPv6 Security (ongoing)

Work item Question Subject/title Timing Study Study period
group

0 ¥.gsiiso Q2/17 Guidelines on security of the individual information service for SG17 2013-2016
operators 2016-03

0 ¥.sdnsec-2 Q2/17 Security requirements and reference architecture for Software- SG17 2013-2016
Defined Networking 2017-09

0 ¥.5amvno Q2/17 Supplement to ITU-T X.805 Security guideline for mobile virtual SG17 2013-2016
network operator (MVNG) 2016-09

0 X.tigsc Q2/17 Technical implementation guidelines for ITU-T X.805 SG17 2013-2016
2017-03

Source: http://www.itu.int/net/ITU-T/ipv6/itudocs.aspx


http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I

Migration to IPv6: Building
Roadmaps, Action Plans




General Approach

\E>) Policy Announcements

Creation of IPv6 Task Force

Encouraging IPv6 deployment in government
Standards, Pilot tests, Interoperability etc.

Awareness and Capacity Building

00O OO0

Measuring Deployments and Tracking Progress




Key elements of government action

Key elements of governmental action have included:

e Establishing or supporting national IPv6 transition task forces (often in
conjunction with multistakeholder groups or RIRs);

e Establishing national “roadmaps” with benchmarks and timetables for IPv6
deployment;

e Mandating that government agencies adopt IPv6 technology for their
networks, websites or services;

e Promoting the use of IPv6 in government-funded educational, science and
research networks; and

e Promoting overall awareness of the transition through setting up websites,
hosting workshops or forums, and setting up training programmes.
41




Governments promoting IPv6 deployment (examples)

Contents of IT839 Strategy

Contentz of [T839 Strategy : hitp:/'www. mic.go krlengiresires_pub_it339 jep

8 Sarvices 3 Infra 9 Growth Enginas

WiBro [2.3G Hz NG Mobile
Portable intermet) Communications

DB Digital TV

Home Mebtwork Hame Metwork
ITSol

Telematics
NG PC
Embedded S "W
DC & 5/W Solution
Tebematics

Intelligent Robaot

RFID
W-COMA
Terrestrial DTV

Vol P

Electromics and Telecommunications Ressarch Inatituts

LAOS

2

National IPv6 Deployment Roadmap

Version-ll

MONGOLIA




Governments promoting IPv6 deployment (examples)

Spain —the GEN6 programme is
developing pilot projects to integrate
IPv6 into government operations and
cross-border services to address
emergency response or EU citizens’
migration issues.

e Luxembourg — the Luxembourg
IPv6 Council has defined a roadmap;
the main telecom operator has
followed through with offering IPv6
over fibre and published practical
steps on implementation for other
operators.

e Germany — the government has
obtained a sizable IPv6 prefix from
the RIR to completely enable its
online citizen services infrastructure
with TPV6.

The United Arab Emirates has
formulated an IPv6 roadmap, and in
March 2013 it held two workshops to
prepare the UAE and its Internet
stakeholders for looming IPv4
depletion;

e The Egyptian Ministry of
Communications and Information
Technology formed a national IPv6 task
force;

e The Moroccan regulator ANRT has
commissioned an IPv6 study to define a
roadmap and is discussing a calendar
for IPv6 deployment with the country’s
main telecom operators;

43



IPv6 Infrastructure Security (ITU-T X.1037)

Network Devices
(Router, Switch, NAT device)

DALE Load balancer

-
. Web servers
rﬂm

o

Security devices such as

firewalls and IDS Devices
(Intrusion Detection System, Firewall)

Clients, servers, and other

Figure 6-1 — Example topology of an IPv6 enterprise network e N d d eVi Ce S
(End Nodes, DHCP, DNS)
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