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ITU-D: ITU’s Development Sector fosters 
international cooperation and solidarity in the 
delivery of technical assistance and in the creation, 
development and improvement of 
telecommunication/ICT equipment and networks 
in developing countries. 

ITU: A Brief Overview 

193 Member States  
567 Sector Members  
159 Associates  

104 Academia  

ITU-R: ITU’s Radio-communication Sector globally manages 
radio-frequency spectrum and satellite orbits that ensure 
safety of life on land, at sea and in the skies. 

ITU-T: ITU's Telecommunication Standardization Sector 
enables global communications by ensuring that 
countries’ ICT networks and devices are speaking the 
same language. 

Headquartered in 
Geneva,  
4 Regional Offices  
7 Area Offices. 

A specialized agency of the UN  with 
focus on Telecommunication / ICTs Founded in 1865 



ICT Services Uptake 

 
- Almost 3 billion people online 
 (individuals using the Internet) 

Mobile cellular 
subscriptions: 
- Almost 7 billion 

Mobile broadband penetration:  
- 84% developed countries  
- 21% developing countries 

Who’s online?  
 By region, 2014  

Fixed broadband penetration: 
- 27.5 % developed countries  
- 6 % developing countries 

Global, 2014  

Source: ITU World Telecommunication/ICT Indicators database 



Goal 1 Growth : Enable and foster access to and increased use of telecommunications/ICTs 

55%  
of households should 
have access to the 
Internet 

60%  
of individuals should 
be using the Internet 

40%  
Telecommunications/ICTs 
should be 40% more 
affordable 

Goal 2 Inclusiveness – Bridge the digital divide and provide broadband for all 

50%  
of households should 
have access to the 
Internet in the 
developing world; 15% in 
the least developed 
countries 

50%  
of individuals should be 
using the Internet in the 
developing world; 20% 
in the least developed 
countries 

40%  
affordability gap 
between developed and 
developing countries 
should be reduced by 
40% 

5%  
Broadband services 
should cost no more 
than 5% of average 
monthly income in the 
developing countries 

90%  
of the rural population should be 
covered by broadband services 

Gender equality among 
Internet users should be 
reached 

Goal 4 Innovation and partnership – Lead, improve and adapt to the changing 
telecommunication/ICT environment 

Enabling environments ensuring accessible 
ICTs for persons with disabilities should be 
established in all countries 

40%  
improvement in 
cybersecurity readiness 

50%  
reduction in volume of 
redundant e-waste 

30%  
decrease in Green House Gas emissions per 
device generated by the 
telecommunication/ICT sector 

Telecommunication/ICT environment 
conducive to innovation 

Effective partnerships of stakeholders in 
telecommunication/ICT environment 

Goal 3 Sustainability –  Manage challenges resulting from the telecommunication/ICT 
development 

Agreed Global Telecommunication/ICT Targets - 2020 



A multi-tier SSC ICT architecture from communication view 
(physical perspective) 

Infrastructure 
Sharing 

Licensing 

Right of Way 

Interoperability 

Competition 

QoS/QoE  

Big Data & Open Data 

Cloud IoT / M2M 

Security Privacy 

Investment 

Spectrum 

Broadband HetNets 

Green ICTs 

e-Waste 

Cross-Sector Collaboration 

Standardization 

Regulation 

Policy 

Telecom/ ICT 
Sector Issues 
(examples) 

Data Centres 

Emergency Telecommunications 

Numbering & Addressing 

Figure  source: ITU-T Focus Group on Smart Sustainable Cities: Overview of smart sustainable cities infrastructure 
 



PPDR services  
• Constant availability – 
• Ubiquitous coverage – not just outdoors, but inside buildings 
(including large ferroconcrete structures such as shopping malls) 
and in tunnels (including subways). 
• Regionally harmonised spectrum –  
• Differentiated priority classes . 
• Support for dynamic talkgroups,  
• Automatic identification with authentication. 
• Automatic location discovery and tracking 
• The ability to maintain connectivity  
• Fast call setup (<200ms) and immediate access on demand: the 
Push-to-talk (PTT)function and all-calls (internal broadcasts). 
• Relay capabilities  
• Support for Air-Ground-Air (AGA) communication when and 
where needed. 
• Adequate quality of service  
• The ability to roam onto commercial networks 
•Interworking between various PPDR services, and increasingly, 
across borders. 

Different Services, Different 
Requirements - Examples 

Utility industry : 
•Teleprotection – safeguarding infrastructure and isolating 
sections of the network during fault conditions whilst 
maintaining service in unaffected parts of the network. 
•Data monitoring via SCADA (Supervisory, Control And Data 
Acquisition) systems. 
•Automation – systems to autonomously restore service after 
an interruption or an unplanned situation. 
• Security – systems to ensure the safety and security of plant. 
• Voice services –. 
• Metering – collecting data from smart meters and 
communicating with them for various reasons, such as demand 
management and to implement tariff changes. 
• Connectivity – telecommunication networks to interconnect 
the above services in a reliable and resilient manner under all 
conditions. 
• Other operational requirements include: 
• Coverage of all populated areas with points of presence 
throughout the service territory  
• Costs must be low 
• Continuity of service is vital, and price stability  
• Utilities want network separation,  

Intelligent Transport 
Services… and more 



What type of network is required to deliver these services? 
 

 Private networks 
 Public networks 

 
What preparations are required to make best use of commercial 
networks to deliver smart services (some of them such as Emergency 
Telecommunication, Utilities, Transportation critical in character)? 

 
 Technical (e.g. coverage, resilience, quality, spectrum, interoperability) 
 Commercial (e.g. availability, long term pricing, SLAs 
 Policy & Regulatory (e.g. critical services as priority, quality of service, 

long term tariffs, security, privacy, USO, infrastructure sharing, 
licensing) 



Key Cybersecurity Challenges 

 Lack of adequate and interoperable national or regional 
legal frameworks  

 Lack of secure software for ICT-based applications 
 Lack of appropriate national and global organizational 

structures to deal with cyber incidents 
 Lack of information security professionals and skills 

within governments; lack of basic awareness among 
users  

 Lack of international cooperation between industry 
experts, law enforcements, regulators, academia & 
international organizations, etc. to address a global 
challenge 

 Complexity of ICTs imply a need for the ability to 
respond, not just protect, as cybersecurity incidents will 
happen even if protective measures are deployed. 

Cybersecurity not seen yet as a cross-sector, multi-dimensional concern.  
Still seen as a technical/technology problem.  



Importance of Cybersecurity 
• From industrial age to information societies 

- Increasing dependence on the availability of ICTs 
- Number of Internet users growing constantly  
       (now 40% of world’s population) 

 • Statistics and reports show that cyber-threats are 
on the rise 

- The likely annual cost to the global economy from 
Cybercrime is estimated at more than $455 billion (Source: 
McAfee Report on Economic Impact of Cybercrime, 2013). 
 

• Developing countries most at risk as they adopt 
broader use of ICTs 

- E.g. Africa leading in Mobile-broadband penetration: 
almost 20% in 2014 -  up from less than 2% in 2010 (Source: 
ITU ICT Statistics) 
 

•  Need for building cybersecurity capacity 
- Protection is crucial for the socio-economic   wellbeing of 

a country in the adoption of new technologies 

Source: Symantec 2015 Internet Security Threat Report 



International Cooperation 
frameworks and exchange of 

information 

Harmonization of policies, legal 
frameworks and good practices at 

regional level  

National strategies and policies 
National response capabilities 

Country level capacity building and training  

International 

Regional  

National  

Coordinated Response 

Need for a multi-level response to the cybersecurity challenges 



ITU Mandate on Cybersecurity 

2003 – 2005 
WSIS entrusted ITU as sole facilitator for WSIS Action Line C5 - 
“Building Confidence and Security in the use of ICTs” 

2007 
Global Cybersecurity Agenda (GCA) was launched by ITU 
Secretary General 
GCA is a framework for international cooperation in cybersecurity 

2008 to date 
ITU Membership endorsed the GCA as the ITU-wide 
strategy on international cooperation. 

Building confidence and security in the use of ICTs is widely present in PP and Conferences’ 
resolutions. In particular WTSA 12, PP 10 and WTDC 10 produced Resolutions (WTSA 12 Res 50, 52, 
58, PP Res 130, 174, 179, 181 and WTDC 45 and 69) which touch on the most relevant ICT security 
related issues, from legal to policy, to technical and organization measures. 

http://www.itu.int/osg/csd/cybersecurity/gca/cop/


Global Cybersecurity Agenda (GCA)  

• GCA is designed for cooperation and efficiency, 
encouraging collaboration with and between all 
relevant partners, and building on existing initiatives 
to avoid duplicating efforts. 

• GCA builds upon five pillars: 

1. Legal Measures 

2. Technical and Procedural Measures 

3. Organizational Structure 

4. Capacity Building 

5. International Cooperation   

• Since its launch, GCA has attracted the support and 
recognition of leaders and cybersecurity experts 
around the world.  
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Global Cybersecurity Index 
Objective 
The Global Cybersecurity Index (GCI) aims to measure the level of 
commitment of each nation  in cybersecurity in five main areas: 
 
• Legal Measures 
• Technical Measures 
• Organizational Measures 
• Capacity Building 
• National and International 
    Cooperation 
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104 countries have responded 
 
Final Global and Regional Results 2014 
are on ITU Website 
 
http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/GCI.aspx 
 
Next iteration in progress 

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx


15 Source: http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx 



Country Index Global 
Rank 

United States of America 0.824 1 

Canada 0.794 2 

Australia 0.765 3 

Malaysia  0.765 3 

Oman 0.765 3 

New Zealand 0.735 4 

Norway 0.735 4 

Brazil 0.706 5 

Estonia 0.706 5 

Germany 0.706 5 

India 0.706 5 

Japan 0.706 5 

Republic of Korea 0.706 5 

United Kingdom 0.706 5 

Global Ranking 2014 - Top 5  

Many countries share the 
same ranking which 
indicates that they have the 
same level of readiness.  
The index has a low level of 
granularity since it aims at 
capturing the cybersecurity 
commitment/preparedness 
of a country and 
NOT its detailed capabilities 
or possible vulnerabilities. 
 



Top Performers in Asia-Pacific 

17 
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Cyberwellness Country Profiles 

Factual information on 
cybersecurity achievements on 
each country based on the GCA 
pillars 

 
    

Over 196 profiles to date 
 
Live documents –  
Invite countries to assist us 
in maintaining updated 
information 
cybersecurity@itu.int 

mailto:cybersecurity@itu.int
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Cyberwellness Profile example - USA 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

http://www.ida.gov.sg/Technology/20110414104645.aspx
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Cyberwellness Profile example - USA 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

http://www.ida.gov.sg/Technology/20110414104645.aspx
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Cyberwellness Profile example – MALAYSIA 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

http://www.ida.gov.sg/Technology/20110414104645.aspx
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Cyberwellness Profile example – MALAYSIA 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

http://www.ida.gov.sg/Technology/20110414104645.aspx
http://www.ida.gov.sg/Technology/20110414104645.aspx


23 
Source: http://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx  

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx
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Cybersecurity Strategy Model 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

 Global Cybersecurity 
Agenda 

http://www.ida.gov.sg/Technology/20110414104645.aspx


The role, objectives and scope of a National Cyber 
Security Strategy in a line with the UN SDGs 
The definition/publication/review process: the 
Governance Model 

National and International Standards and 
government compliance program 

Critical Infrastructure Protection and integration 
with other national security/emergency programs 

National Risk Management program 

Implementation strategies for the Government 

National Incident Response/CERT - 
integration/alignment with Military/Intelligence 

Implementation strategies for Private Sector 

The definition/publication/review process: the 
Awareness Programme   

Aspects not typically covered by public strategies 
that should be considered and addressed 

 A single resource for any country to gain a clear 
understanding of National Cyber Security Strategy in 
terms of: 
– the purpose and content 
– how to go about developing a strategy, 

including strategic areas and capabilities 
– the relevant models and resources available 
– the assistance available from various 

organisations and their contact details 
 

 FORMAT: 15-20 page Word / PDF 

Reference 
Guide 

 A simple tool that allows national governments and 
stakeholders to: 
– Evaluate their current status in each of the 

strategic areas identified in the reference guide 
– Evaluate their current status in cyber security 

lifecycle management 
– Easily identify key areas for improvement 
– Provide a means for measuring improvements 

over time 
 

 FORMAT: Excel or web-based worksheet 

Evaluation 
Tool 

Examples of Topics To Be Addressed Components of Toolkit 

National Cyber Security Strategy ITU Cyber Security Toolkit:  

The aim – create a toolkit to help states to create or improve cyber security strategies 



Cybersecurity in Asia-Pacific region 
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 National Cybersecurity Strategy  & Cybersecurity Awareness : Nepal 
(2016-2015)  

 Readiness Assessment to Establish a National CIRT for Fiji (2014-2015) 
 Workshop on Cybersecuirty and Cybercrime Legislation & Cybersecurity 

Incident Simulation Bangkok 23 March 2015 
 INTERPOL-ITU Cybercrime Investigation Seminar,19-21 Feb 2014, Malaysia 
 ​First Pacific Islands Capacity Building Workshop on Child Online Protection 

and Commonwealth National Cybersecurity Framework Regional 
Workshop, 22-24 September 2014, Vanuatu 

 Establishment of Pac CIRT, Fiji  
 Readiness assessment National Cybersecurity Strategy, Bangladesh ( 2013) 
 ITU Cyber Security Forum & Cyber Drill, 9-11 Dec 2013, Vientiane, Lao 

P.D.R  
 Enhancement of cybersecurity capabilities (CIRT) Bhutan (2013) 
 CIRT Capacity Building for Afghanistan (2014 and 2015) 



Regulatory Harmonization Cycle 

7 Priority Areas 

National ICT Policy 

Interconnection 
Cost Modeling 

International Roaming 

Cyber-security 

Licensing 

Universal Service 

Numbering 

ITU/EC ICB4PAC : Model Cybersecurity Strategies &COP 

Country 

Cook Islands 

Fiji 

Micronesia 

Kiribati 

Marshall Islands 

Nauru 

Niue 

Country 

Palau 

PNG 

Samoa 

Solomon Islands 

Tonga 

Tuvalu 

Vanuatu 



 
 

CIRT Assessment in ABBMN Countries 

2. Study and suggest institutional and organizational 
requirements and arrangements for CIRT in each country 

3. Develop areas of proactive and reactive response measures 
in each country 

4. Develop Membership Policies for CIRT in each country 
5. Develop Policies to coordinate with internal agencies as well 

as international CIRTs taking into account  policies for ITU 
IMPACT initiative on CIRT in each country 

6. Design specifications for hardware and software for CIRT for 
each country 

 

1. Assist in study of the readiness assessment of current cybersecurity needs in each 
country 

 

ITU carried our CIRT  assessment as a part of Afghanistan Bangladesh Bhutan Maldives 
Nepal (ABBMN) Ministerial Forum in 2012 in five South Asian Countries  with following 
objectives 
 

The Ministerial Declaration along with the CIRT Assessment  
was published in January 2012 and is available at : 
 
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf 
 
 

http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf
http://www.itu.int/ITU-D/asp/CMS/Docs/CIRT_ABBMN_Assessment.pdf


Cyber Drills in Asia-Pacific 

 Two Cyber Drills carried out in the region by ITU in 2011 and 2012  
 A Forum was also  organized inviting CERT representatives who 

shared their experiences, issues, challenges and initiatives.   
 Industry leaders shared their thoughts on cybersecurity-related 

technologies and solutions.   
 Buit networking among participating CERTs.  For example, during 

the 2011 Forum, CERTs agreed to collaborate and coordinate among 
each other even after the Froum  

 Bilateral actions/cooperation such as mission exchange were done 
by themselves and only informing/updating ITU 

 In the case of the 2013 drill, we invited telcos, academia and other 
government agencies to observe the drill 

29 
2011 :  http://www.itu.int/ITU-D/asp/CMS/Events/2011/CIRTWkshp/index.asp)  
 2013 : http://www.itu.int/en/ITU-D/Regional-
Presence/AsiaPacific/Pages/Events/2013/12_Vientiane_Lao_PDR/CDrill.aspx).  

  

http://www.itu.int/ITU-D/asp/CMS/Events/2011/CIRTWkshp/index.asp
http://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/Pages/Events/2013/12_Vientiane_Lao_PDR/CDrill.aspx
http://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/Pages/Events/2013/12_Vientiane_Lao_PDR/CDrill.aspx


Capacity building initiatives, joint consultations and more.  

Best practices  in cybercrime legislations,  joint technical assistance to member 
states, information sharing 

Tap on expertise of globally recognized industry players and accelerate 
info sharing with ITU member states 

Building a global partnership 

Collaboration with ABI Research – The Global Cybersecurity Index (GCI) 

Collaboration with FIRST – To share best practices on computer incident response, engage 
in joint events, facilitate affiliation of national CIRTS of member states 

Collaboration with Member States – Regional Cybersecurity Centres 



a) Access to, and use of networks and services should be restricted to 
authorized users; 
b) Authorized users should be able to access and operate on assets 
they are authorized to access; 
c) Networks should support confidentiality to the level prescribed in 
the network security policies; 
d) All network entities should be held accountable for their own, but 
only their own, actions; 
e) Networks should be protected against unsolicited access or 
operations; 
f) Security-related information should be available via the network, 
but only to authorized users; 
g) Plans should be in place to address how security incidents are to be 
handled; 
h) Procedures should be in place to restore normal operation 
following detection of a security breach; 
and 
i) The network architecture should be able to support different 
security policies and security mechanisms of different strengths. 

31 

General security objectives for ICT networks 
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For details, visit 
http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/GCI.aspx 
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 While it will never be possible to completely remove all risks, 

drawing together an effective policies and practices, 
infrastructure & technology, awareness and communication can 
do a great deal to help.  

 The international cooperation, based on a multi-stakeholder 
approach and the belief that every organization – whether online 
or mobile, educator or legislator, technical expert or industry 
body – has something to contribute.  

 Human and institutional capacity building critical to understand 
and take  reactive / proactive response to cyberthreats  

 By working together with ITU and its partners  critical 
international collaboration can be achieved to make the Internet 
a safe and secure not for us but for our children as well!   
 

 
 
  
 
 
 

Conclusions  
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ITU ASP RO 

ITU and IPv6………… 
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ITU and IPv6 

RESOLUTION 101 (REV. BUSAN, 2014)  
Internet Protocol-based networks  
RESOLUTION 180 (REV. BUSAN, 2014)  
Facilitating the transition from IPv4 to 
IPv6  
RESOLUTION 63 (Rev. Dubai, 2014) 
IP address allocation and facilitating the 
transition to IPv6 in the developing 
countries 
ASIA-PACIFIC REGIONAL INITIATIVE 3 
Harnessing the benefits of new 
technologies RESOLUTION 64 (REV. DUBAI, 2012) 
IP address allocation and facilitating the 
transition to and deployment of IPv6 

ITU COUNCIL ITU-T and ITU-D STUDY GROUPS 

CAPACITY 
BUILDING AND 

MEMBER 
ASSISTANCES 
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 Collaboration between ITU and 
relevant Organisations  

 Raising awareness and human 
capacity building 

- e.g. ITU , APNIC, MICT Thailand, Others 

 Assist Member States with existing 
IPv6 management and allocation 
policies 

-e.g. ITU APNIC assistance in Asia-Pacific 

 Undertake detailed studies of IP 
address allocation…, both for IPv4 and 
IPv6 

 Technical Standards 
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Study Group 2 

Study Group 3 

Study Group 13 

Study Group 16 

ITU-T Study Groups and IPv6 

Operational aspects of service 
provision and telecommunications 
management 
Tariff and accounting principles 
including related telecommunication 
economic and policy issues 

Future networks including mobile and 
NGN 

Multimedia coding, systems and 
applications 

Source: http://www.itu.int/net/ITU-T/ipv6/itudocs.aspx 

Study Group 17 IPv6 Security 
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IPv6 Related ITU-T Recommendations 

Rec. ITU-T Y.2051 - General overview of IPv6-based NGN  
Rec. ITU-T Y.2052 - Framework of multi-homing in IPv6-based NGN  
Rec. ITU-T Y.2053 - Functional requirements for IPv6 migration in NGN  
Rec. ITU-T Y.2054 - Framework to support signaling for IPv6-based NGN 
Rec. ITU-T  X.1037 - IPv6 technical security guidelines  

Source: http://www.itu.int/net/ITU-T/ipv6/itudocs.aspx 

ITU-T related work on IPv6 Security (ongoing) 

http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
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Migration to IPv6: Building 
Roadmaps, Action Plans 
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 Policy Announcements 
 
 Creation of IPv6 Task Force  
 
 Encouraging IPv6 deployment in government 
  
 Standards, Pilot tests, Interoperability etc.  
 
 Awareness and Capacity Building 
 
 Measuring Deployments and Tracking Progress 

General Approach 
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Key elements of government action 

Key elements of governmental action have included: 
 
• Establishing or supporting national IPv6 transition task forces (often in 
conjunction with multistakeholder groups or RIRs); 
 
• Establishing national “roadmaps” with benchmarks and timetables for IPv6 
deployment; 
 
• Mandating that government agencies adopt IPv6 technology for their 
networks, websites or services; 
 
• Promoting the use of IPv6 in government-funded educational, science and 
research networks; and 
 
• Promoting overall awareness of the transition through setting up websites, 
hosting workshops or forums, and setting up training programmes. 
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Governments promoting IPv6 deployment (examples) 

LAOS MONGOLIA 
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Governments promoting IPv6 deployment (examples) 

The United Arab Emirates has 
formulated an IPv6 roadmap, and in 
March 2013 it held two workshops to 
prepare the UAE and its Internet 
stakeholders for looming IPv4 
depletion; 
• The Egyptian Ministry of 
Communications and Information 
Technology formed a national IPv6 task 
force; 
• The Moroccan regulator ANRT has 
commissioned an IPv6 study to define a 
roadmap and is discussing a calendar 
for IPv6 deployment with the country’s 
main telecom operators; 
 

Spain – the GEN6 programme is 
developing pilot projects to integrate 
IPv6 into government operations and 
cross-border services to address 
emergency response or EU citizens’ 
migration issues. 
• Luxembourg – the Luxembourg 
IPv6 Council has defined a roadmap; 
the main telecom operator has 
followed through with offering IPv6 
over fibre and published practical 
steps on implementation for other 
operators. 
• Germany – the government has 
obtained a sizable IPv6 prefix from 
the RIR to completely enable its 
online citizen services infrastructure 
with IPv6. 
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IPv6 Infrastructure Security (ITU-T X.1037) 

Network Devices 
(Router, Switch, NAT device) 

Clients, servers, and other 
end devices  
(End Nodes, DHCP, DNS) 

Security devices such as 
firewalls and IDS Devices 
(Intrusion Detection System, Firewall) 
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Thank You 



ITU : I Thank U 
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